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A BO CONG AN ) CONG HOA XA HQI CHU NGHIA VIET NAM
CONG AN TiNH QUANG NGAI Déc lap - Tw do - Hanh phiic
86: 453(/CAT-ANM Quang Ngadi, ngay 25 thdng 12 nam 2025

V/v canh b4o 16 héng bao mat
nghiém trong thang 11/2025

Kinh gui:
- ny ban Mt tran T6 quéc Viét Nam tinh;
- Van phong Tinh ty, UBND tinh,;
- Véan phong Poan DPBQH va HDND tinh;
- C4c s, ban nganh va hoi doan thé tinh;
- BO Chi huy Quén su tinh; Toa 4n nhan dan tinh;
- Vién Kiém sat nhan dén tinh; Thi hanh 4n dan sy tinh;
- B4o hiém xa hdi tinh; Cang vu Hang hai Quéang Ngi;
- Théng ké tinh; Thué tinh Quang Ngai;
- Kho bac Nha nudc khu vue XV;
- B4o va Phat thanh, Truyén hinh Quang Ngii;
- UBND céac xa, phuong, Bac khu Ly Son.
- Cac Truong: Pai hoc Pham Van Déng, Cao déng Kon
Tum, Cao déng Viét Nam - Han Quéc - Quang Ngii;
- Céng ty CP Loc hoéa dau Binh Son; Truyén tai dién
Quang Ngdi; Dién luc Quéang Ngai;

Trong thang 11/2025, Cuc An ninh mang va phong, chong t01 pham su
dung cdng nghé cao - B Cong an da thuc hién phén tich va téng hop doi voi 10
16 héng bao méat nghiém trong anh huong dén hé thng thong tin cua Viét Nam
(Tai liéu luu hanh néi bé). Trong d6 c6 03 16 hong bao mat c6 mic do rit nghiém
trong, 06 16 hong bao mat nghiém trong, 01 16 hong bao méat mirc trung binh; 04
16 hong da cong khai PoC, cu thé:

1. L5 hong bao mét trén hé diéu hanh cia Microsoft

1.1. CVE-2025-60710 - L6 héng leo thang diic quyén trong Windows
Tasks

- M6 ta:

+ Diém CVSS: 7.8/10;

+ Murc do: High;

+L0 hong xay ra  trong \Microsoft\Windows\WindowsAI\Recall
\PolicyConfiguration ctia Windows Tasks, cho phép tin tac khai thac 16i phan giai
lién két khong dung trude khi truy cap tép trong tac vu theo lap lich cia Windows
Al Recall, cho phép x6a thu muc tuy y voi quyén Admin théng qua thao tac trén
céc lién két thu muc va lién két, c6 thé duoc st dung dé leo thang dic quyén.
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- Phién ban anh huéng: L hong anh hudng dén cac phién ban cia
Windows 11 Phién ban 25H2 tir 10.0.26200.0 dén trude 10 0.26200.717.

- Khuyén nghi: Microsoft da phat hanh ban cép nhat bao mat dé giai quyét
16 hong nay nhu mot phan cua ban cdp nhat Patch Tuesday thang 11 nam 2025.
Nguoi dung duoc khuyén céo ap dung ban cép nhat bao mat KB5068861 cho cac
hé thong Windows bi anh huéng dé giam thiéu 13 héng nay. Théng tin chi tiét vé
16 hong https://msrc.microsoft.com/update-guide/vulnerabilitv/CVE-2025-60710.

-Lo hong co PoC: https://github.com/redpack-kr/CVE-2025-60710.

1.2. CVE-2025-59287 — Lé héng thuc thi ma tir xa ciia Windows Server
Update Service (WSUS).

- Mo ta:
+ Diém CVSS: 9.8/10;
+ Muc do: Critial;

+ Lb hong duoc phét hién trong Dich vu Cép nhat May chi Windows
(WSUS) ctia Microsoft, mot thanh phén ¢t 13i cua doanh nghiép dung dé quan ly
ban va. Lo hong cho phép tin tac chua dugc xac thyuc giri cac yéu cau duoc tao san
dén cac diém cudi WSUS trén cong 8530 va 8531 va thuc thi ma. Céc may chu bi
khai thac chay cac payload PowerShell dé liét ké thong tin hé théng va trich xuét
dif liéu ra cac webhook bén ngoai.

- Phién ban anh huéng: L6 hong anh huéng dén cac phién ban Microsoft
Windows Server 2012, 2012 R2, 2016, 2019, 2022 (bao gom c& Phién ban 23H2)
va 2025.

- Khuyén nghi: Microsoft da phat hanh ban cap nhat bao méat cho cac phién
ban Windows Server duoc hé tro sau: Windows Server 2012, Windows Server
2012 R2, Windows Server 2016, Windows Server 2019, Windows Server 2022,
Windows Server 2022, Phién ban 23H2 (cai dit Server Core) va Windows Server
2025. Sau khi ban vé dugc cai dét, nguoi dung nén khoi dong lai hé thong dé ban
cap nhat co hi¢u luc. Néu khéng thé 4 ap dung ché d6 "out-of-band", ngudi dung c6
thé thuc hién cac hanh dong sau day dé bao vé khoi 15 héng:

+ V6 hiéu héa WSUS Server Role trong may chii (néu duoc bat).
+ Chan luu lugng truy cap dén Cong 8530 va 8531 trén tuong ltra may chu.

Thoéng tin chi tiét ban cap nhat: https://support.microsoft.com/en-
us/topic/october-23-2025-kb5070882-0s-build-14393-8524-out-of-band-
3400c459-db78-48bc-ae69-161bffl5ea7c.

- Lo h6ng co PoC: https://github.com/keeganparr 1/CVE-2025-59287-
hawktrace.

2. L8 hong bio mat phan mém trén hé didu hianh Linux

CVE-2025-61667 — L6 héng leo thang diic quyén trén Datadog Linux
Host Agent.
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- M ta:
+ Piém CVSS: 7.8/10;
+ Muc do: High;

+ Ld hong bao mat bt ngudn do khéng du quyén duoc thiét 1ap trén thu
muc 'opt/datadog-agent/python-scripts/ pycache ' trong qué trinh cai dat. Ma
trong thu muc nay chi dugc Agent chay Ltrong qua trinh cai dét/néng cip Agent.
Diéu nay c6 thé cho phép tin tdc c6 quyén truy cap cuc bod sta ddi céc tép trong
thu myc nay, sau d6 s& duoc chay khi Agent dugc ning cap, dan dén leo thang
dic quyén cuc bd.

- Phién ban anh huéng: L6 hong anh huong dén cac phién ban Datadog
Linux Host Agent phién ban 7.65.0 dén 7.70.2.

- Khuyén nghi: Datadog da giai quyét van dé nay trong phién ban 7.71.0
bing cach sira quyén thu muc dé ngan chin cac sira dbi trai phép. Nguoi dung nén
cap nhét ngay lap tic, trudng hop chua thé cap nhat héy han ché quyén truy cap
cuc bd vao cdc mdy chit dang chay dé bi tin cong bing cach thuc thi cc bién
phap kiém soat truy cap nghiém ngdt va giam sat cac hoat dong dang ngo.

- L3 héng chua c6 PoC cong khai.

3. L6 hong bao mat phan mém trén tuwong lira

CVE-2025-4619 - Lé hong PAN-OS cho phép khaoi dong lai twong lira
khong can xdc thuc qua mot goi tin

- MO ta:

+Diém CVSS: 6.6/10;

+ Murc d6: Medium;

+ L6 héng nay xuét phat tir viéc tin tdc co thé khoi dong lai tuong ltra bang

cach giri mot goi tin duoc thiét ké dat biét. Viéc khéi dong lai nhiéu lan sé& khién
tudng ltra chuyén sang ché d6 bao tr, tir chdi dich vu (DoS).

- Phién ban anh huéng: L& hong niy anh huong cac phién ban PAN-OS
11.2 tir 11.2.0 d&n 11.2.4, PAN-OS 11.1 tir 11.1 0 dén 11.1.6, PAN-OS 10.2 tur
10.2.0 dén 10.2.13.

- Khuyén nghi: Palo Alto Networks khuyén nghi nguoi dung néng cip lén
mdt trong cac ban va 16i néng hodc ban bao tri duoc 1iét ké: PAN-OS 11.2 phién
ban 11.2.5 hodc phién ban méi hon, PAN-OS 11.1 phién ban 11.1.7 hodc phién
ban cao hon, PAN-OS 10.2 phién ban 10.2.14 ho#c phién ban méi hon. Chi tiét
ban cép nhét: https:/securitv.paloaltonetworks.com/CVE-2025-4619.

- L6 hong chua ¢6 PoC cong khai.

4. L6 hong biao mat phin mé&m trén dich vu Web

CVE-2025-9501 — L6 hong cia W3 Total Cache gdy RCE khong xdc
thuc trén WordPress



- Mo ta:
+ Piém CVSS: 9/10;
+ Muc do: Critial;

+ L3 hong nay cho phép tin tic tan cong tir xa bang cach dé lai binh lun
trén bat ky bai dang cong khai nao va néu dir liéu duoc phén tich, trang web s€
thuc thi cac 1énh PHP do ke thn cong cung cip - c6 kha ndng cap quyen kiém soat
toan bd trang web, danh cép dir liéu hodc cai dat backdoor va ma doc. Cudce tAn
cong nay khong yéu cau dang nhap, khong can dic quyén va khéng can vuot qua
CAPTCHA, khién no c6 thé dé dang bi khai thac trén cac trang web khong duoc
bao vé.

- Phién ban anh hudéng: L& hong anh huong dén cac phién ban W3 Total
Cache tir 2.8.13 trd xuong.
- Khuyén nghi: Nha phat hanh théng bao 16 hong bao méat nay da duogc va

hoan toan trong W3 T otal Cache phién ban 2.8.13 va tat ca chu so hitu trang web
duorc khuyen cao cap nhat ngay lap tuc. Thong tin ban cdp nhat cd trong:

- L8 hong chua c6 PoC cong khai.

5. L& hong bao mat phan mém trén dich vu Email

CVE-2025-61084 - L6 hong gid mao email ciia MDaemon Mail Server
- Mo ta:

+ Diém CVSS: 7.1/10;

+ Muc do: High;

+ L& hong xay ra do MDaemon chi xac thyuc dia chi bén trong dau ngoic
nhon, tin tac c¢6 thé tao mét From: tiéu d& v6i nhiéu khoang trang Unicode vo hinh
dé hién thi nguoi gii gia mao trong khi vuot qua xac thuc, cac bién phap bao vé
SPF/DKIM/DMARC, cho phép gia mao email ngay ca khi da 4p dung céc bién
phap bao vé chbng gia mao.

- Phién ban anh huong: L& hong bao mat nay anh hudng dén cac phién ban
MDaemon Mail Server trude 23.5.2.

- Khuyén nghi: Nha phat hanh hién nay chua c6 ban va nao khic phuc 16
hong boi ly do viée gia mao giao dién nguoi dung (UI) xay ra trén mdy khach,
chtr khong phai trén may chu nhu san pham ctia MDaemon hodc bt ky trién khai
may chi nao khac. Nguoi dung khuyén nghi tam thoi str dung tinh ndng Header
Screening trong san pham cua MDaemon ¢6 thé duoc su dung dé giam thiéu 16
hong phia may khéch.

- Lo hong cod PoC: https://github.com/x00nullbit/CVE-
References/tree/main/CVE- 2025-61084.

6. L& hong bao mat phan mém trén ngdn ngir 1ap trinh
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CVE-2025-62518 — Lé héng thuc thi ma tiv xa trong thw vién Rust
Async-Tar

- Mo ta:
+ Piém CVSS: 8.1/10;
+ Mirc d6: High;

+ L5 hdng bao mat nay 1a 16i khong dong b trong async-tar/tokio-tar cho
phép tin tic "lén" 16ng céc tép tir TAR vio phén trich xut bén ngoai bing cach
khai thac su khong khép giita tiéu d& PAX va ustar (PAX hién thi kich thudc
thuc, ustar hlen thi 0). Viéc khai thac cling c6 thé cho phép ghi dé tép trong qua
trinh trich xuét va vuot qua trinh quét bao mat.

- Phién ban anh huéng: L hong anh hudng dén tit ca cac phién ban astral-
tokio-tar trudc 0.5.6.

- Khuyén nghi: Nha phat hanh khuyén céo cac t6 chuc su dung thu vién
Rust bi anh hudng nén néng cap 1én astral-tokio-tar phién ban 0.5.6 tro 1én hodc
khong st dung céc nhénh thu vién nhu tokio-tar. Néu khong thé v4 15i ngay lap
tuc, hdy 4p dung cac bién phap giam thiéu nhu str dung sandbox, gidi han kich
thude t€p va quét sau khi trich xuat dong thoi xem xét cac mébi quan hé phu thudc
dé phat hién cac méi de doa gian tiép.

- L6 hong c¢6 PoC: https://github.com/edera-dev/cve-tarmageddon.

7. L6 hong biao mat phin mém trén trinh duyét

CVE-2025-13223 — Lé hong Zero-Day trong JavaScript V8 ciia Chrome
- Mo ta:

+Diém CVSS: 8.8/10;

+ Muc dg: High;

+ L hdng xay ra khi mot chuong trinh sai kiéu dif liéu cia mot dbi tuong,
dan dén 16i logic va dién giai sai by nhd trong trung tdm xur ly web cta Chrome.
Piéu nay c6 nghia 13 tin tic c6 thé khai thac 13 héng bang cach tao mot trang
HTML déc biét va lira ngudi ding truy cip vao, tir d6 tin tic c¢6 thé thyuc hién 15
heap va thuc thi ma tuy y tir xa.

- Phién ban anh huong: L6 hong anh huéng dén cac phién ban Chrome
142.0.7444.175/.176 tr& xuodng.

- Khuyén nghi: Nha phat hanh khuyén cdo tit ca ngudi dung Chrome trén
Windows, Mac va Linux nén cfp nhit ngay lén phién ban 6n dinh méi:
142.0.7444.175/.176 (Windows), 142.0.7444.176 (Mac) va 142.0.7444.175
(Linux). Hudng dan chi tiét: mé Chrome, chon menu ba chim (...) > Tro giap >
Gidi thiéu vé Google Chrome. Trinh duyét s& tu quét, tai va yéu cau khoi dong lai

dé ap dung ban va. Chi tiét ban cap nhat: https://msrc.microsoft.com/update-
guide/vulnerability/CVE-2025-13223.

- L5 héng chua c6 PoC cong khai.




8. L& hong bao mat khac

8.1. CVE-2025-43431 — Lé héng giy 16i bé nhé trong WebKit ciia Apple

- MO ta:

+Diém CVSS: 8.8/10;

+ Mtrc do: High;

+ L3 hong nay dugc xac dinh 12 16i hong bo nho trong WebKit, cong cu
trinh duyét cia Apple, anh huong dén nhiéu hé diéu hanh Apple, bao gdm
macOS, i0S va iPadOS. Tin tic c6 thé khai thac 16 hong bang cach truy cap vao

cac trang web c6 noi dung ddc hai ma trinh duyét khéng thé xir ly dan t6i hong bo
nhé trong ctia hé thong.

- Phién ban anh hudng: L hong bao mat ndy anh hudng dén céc phién ban
I10S va IpadOS trudc phién ban 18.7.

- Khuyén nghi: Apple da khéc phuc 16 héng nay bang céch trién khai cac co
ché xtr Iy bo nhd duoge cai thién trong cac hé thdng bi anh hudéng. Nguoi dung
duoc khuyen cao cap nhat ,len Safarl 26.1, i0S 18.7.2, iPadOS 18.7.2 hoac
macOS Tahoe 26.1. Chi tiét vé ban cip nhat: https://support.apple.com/en-
us/125633.

- L6 hong chua c6 PoC cong khai.

8.2. CVE-2025-6542 — L5 hong Command Injection trén cong Omada
trén thiet bi TP-link

- Mo ta:

+ Piém CVSS: 9.3/10;

+ Muc do: Critial,

+ L3 héng anh hudng dén cac thiét bi TP-Link Omada Gateway, dugc trién
khai rong rdi trong cac mang doanh nghiép va doanh nghiép vira va nho (SMB)
cho muc dich dinh tuyén, VPN va quan ly mang. L& héng nay, duoc phan loai la
16 hdng Tiém lénh Tur xa (Remote Command Injection), cho phép tin tac thuc thi
cac 1énh hé diéu hanh tly y bing cach khai thac 16i xéc thuc dau vao khong hop 1é
trong giao dién quan ly web cua thiét bi gdy ra rii ro nghiém trong cho co s6 ha
tang va bao mat di liéu cua t6 chtc.

- Phién ban anh huong;:

+ L& hong bao mat nay anh hudng dén nhiéu mau TP-Link Omada
Gateway.

+ ER707-M2: phién ban ¢l hon 1.3.1 Ban dung 20251009 Rel.67687.
+ ER8411: phién ban cfi hon 1.3.3 Ban dung 20251013 Rel.44647.
+ ER605 V2: phién ban cli hon 2 2.3 Ban dung 20251008 Rel.12231.
+ ER7206: phién ban cii hon 1.4.3 Ban dung 20251009 Rel.53521.
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- Khuyén nghi: Nha phat hanh khuyen céo cac to chirc phai néng clp cac
thiét bi bi anh hudng 1én phién ban méi nhat, han ché quyén truy cap quan ly web
vao cac mang dang tin cdy, thuc thi thong tin xdc thyc quén tri manh, v6 hiéu héa
cac dich vu khéng can thiét va lién tuc theo ddi cac nd lyc khai thac. Théong tin chi
tiét vé 16 hong: https://support.omadanetworks.com/en/document/108455/.

- L6 hong chua c6 PoC cong khai.

Nham dam bao an toan théng tin cho hé théng thong tin g6p phan bao dam
an toan cac co quan, don vi trén dia ban tinh, Cong an tinh dé nghi lanh dao cac
don vi tiép tuc chi dao ra soat, cAp nhat, va 15i hé thong, ting cudng trién khai cac
bién phap giam sat lién tuc cac hé théng thong tin, phat hién sém cac dAu hiéu bat
thuong, tin céng mang. Trong qua trinh thuc hién néu c6 khé khan, vudng méc
kip thoi lién hé Cong an tinh (qua Phong An ninh mang va phong, chéng t6i pham
su dung cong nghé cao, s6 dién thoai 069.4309. 485) dé duoc hd tro.

bé nghi cac df“)ng chi quan tAm chi dao thuc hién./&__

Noi nhin: KT. GIAM DOC
- Nhu trén; v
3 2 A ATA
- Giam ddoc Coéng an tinh (bao céo); ?"EHN\
- Phong Tham muu; i
- Luu: VT, ANM.

Dai ta Vo Van Duong
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