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Kinh gtri:

- Uy ban Mt trén T qubc Viét Nam tinh;

- Van phong Tinh Gy, UBND tinh;

- Van phong Poan PBQH va HDND tinh;

- Céc s, ban nganh va hoi doan thé tinh;

- B Chi huy Quén sy tinh; Toa 4n nhén dén tinh;

- Vién Kiém sat nhan dan tinh; Thi hanh 4n dan sy tinh;

- Bao hiém x4 hoi tinh; Cang vu Hang héi Quéng Ngji;

- Théng ké tinh; Thué tinh Quang Ngii;

- Kho bac Nha nuéce khu vue XV;

- B4o va Phat thanh, Truyén hinh Quang Ngii;

- Cac Truong: Pai hoc Pham Vian Dong, Cao ding Kon
Tum, Cao déng Viét Nam - Han Quéc - Quéng Ngal

- Coéng ty CP Loc héa dau Binh Son; Truyén tai

dién Quang Ngai; Dién luc Quang Ngii;

- UBND céc xd, phuong, Pac khu Ly Son.

Trong thang 12/2025, qua cong tic bao dam an toan thdng tin, luc luong
An ninh mang va phong, chong t01 pham sir dung cong ngh¢ cao Cong an tinh da
thuc hién phan tich va tong hop d6i véi 16 15 héng bao mét nghiém trong anh
huéng dén hé théng thong tin ( Tai liéu lvu hanh néi bg). Trong d6 ¢6 01 16 hong
bao mat c6 mic dd nguy hiém rét cao, 14 15 héng bao mat muc do nguy hiém
cao, 01 18 hong bao mat muc do nguy hiém trung binh, cu thé:

1. L5 héng bao mat trén h¢ diéu hanh ciia Microsoft

1.1. CVE-2025-62554 va CVE-2025-62557 - Lo hong thuc thi ma
nghiém trong trong Microsoft Office (chung)

- Banh gi4 mac d6 nguy hiém: Cao (diém CVSS: 8.4/ 10)

- M6 ta k¥ thuét:

+ Lb héng phat sinh trong thanh phan xu ly déi tuong va metadata cua tai
liéu Office. Qua trinh phén tich tu dong, nhu queét ndi dung hodc trich Xut  thong

tin, c6 thé xur 1y sai kiéu déi tuong ma khong can nguoi dung mé file, dan dén
thuc thi ma.

+ Tinh hubng khai thac: Mot co quan c6 mang ndi bd cd chia sé tai lidu
Office. Ké tin cong tai 1én mot tép Office dugc tao déc biét, theo do, trong qua
trinh hé thong tu dong quét hodc xur ly metadata cua tép doc hai, 16i xtr 1y d6i
tugng c6 thé bi kich hoat ma khéng can m¢ file, khién ma doc duogc kich hoat,
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chay truc tiép trén may chu va tao cira hau truy cap lau dai.

- Phién ban anh hudng: Céac phién ban Office 2016 tré 1én va Microsoft
365 Apps déu bi anh hudng, dac biét trén may chu xu ly tai liéu.

- Khuyén nghi: L& hong can duoc uu tién xir ly ngay 1ap tirc vi nguy co
khai thdc am tham va khd phat hién. Nguoi dung nén ap dung ban va do
Microsoft phat hanh: https://msrc.microsoft.com/update-guide/vulnerability/CVE-

2025-62554; va  https://msrc.microsoft.com/update-guide/vulnerability/CVE-
2025-62557

1.2. CVE-2025-62552 - L6 héng thwc thi ma trong Microsoft
Office Access.

- Panh gia muc d6 nguy hiém: Cao (diém CVSS: 7.8/10)
- M6 ta k¥ thuat:

+ L hdng phat sinh tir co ché xi ly cdu tric bang va dit liéu nhi phan trong
tép accdb. Khi Access phan tich cic bang hodc truy van co cdu tric bat
thuong, viéc kiém tra bién va quan ly bd nhé khong day du dan dén ghi deé ving
nhé va thuc thi ma. Diéu nay cho phép ké tin cong chén va thuc thi mé tuy
y trong nglt canh nguoi dung hién tai khi tép duge mo. L3 héng khéng yéu
cau dic quyén trudc va cé do phuc tap khai thac thap, tuy nhién can nguoi
dung tuong tac m¢ tép. Trong moi truong ndi bo, nguy co bi khai thac cao
néu ngudi dung thudng xuyén trao doi file Access qua email hodc USB.

+ Tinh hudng khai thac: Ke tan cong gui cho ngudi dung mot tép Access
gia mao duoc dat tén gidng biéu mau ndi bo. Khi can bd md tép dé xem dir liéu,
ma ddc duoc kich hoat, Am tham cai dat chuong trinh thu thip thdng tin dang
nhép trén may tinh, tor do tao diéu kién cho ké tan cong xam nhép sau hon vao h¢
théng noi bo.

- Phién ban anh huong: L8 hong anh hudng cac phién ban Microsoft Office
2016, 2019, 2021 va Microsoft 365 Apps c6 cai Access, néu chua dugc va bado mat.

- Khuyén nghi: L6 hdng déc biét nguy hiém véi cac don vi sir dung Access
dé luu trir dir liéu nghiép vu. Can va sém va han ché m¢ file Access tir nguén
khong xac thuc. Nguoi dung nén ap dung ban va do Microsoft phat hanh:
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-62552

1.3. Cdc 16 hong thue thi md trong Microsoft Office Excel
* CVE-2025-62553

- Pénh gia muc d6 nguy hiém: Cao (diém CVSS: 7.8/10)

- M6 ta k¥ thuat:

o Ngudn gbc 16 hong nim & qué trinh Excel xur ly bang tinh phurc tap, dit
liéu an va cong thic (juch tao khong dﬁngﬂchuén. Khi mc’yq tép, Excel tu d(f)r~1g nap
va tinh toan dir liéu, 161 kiém tra bién cé thé‘ bi kich hoat dé chay ma doc. Lf) hong
yéu cau nguoi dung m¢ file nhung khéng céan quyén truy cap déc biét, ké tan cong
c6 thé loi dung dé thuc thi ma khi ngudi dung mé t€p Excel doc hai.
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- Khuyén nghi: Ngudi ding nén 4p dung ban va do Microsoft phat hanh:
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-62560
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2025-625611
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-62563
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2025-62564
1.4. Cdc 16 hong thuee thi ma trong Microsoft Office Word

* CVE-2025-62555

- banh gia mirc d6 nguy hiér~n: Trung binh (diém CVSS: 7.0/10). Tuy mic
do thap hon céc 16i khac nhung van nguy hiém do Word 1a dinh dang duoc st
dung rong rai.

- M6 ta k¥ thuat:
+ Ngudn gbc 16 héng lién quan dén viéc Word xir Iy cAu tric tai lidu phuc

tap va dit li€u nhiing. Khi tai liéu chira cac dbi tuong duoc tao bét thuong, 161 quan
ly viing nhé x4y ra va cho phép mé doc chay vdi quyen nguoi dung.

o+ Tinh huéng khai thac: Mot tai liéu Word gid mao thong l?éo ndi bd duoc
gui dén nhi€u can bd. Khi mé file, ma doc kich hoat, cho phép ké tan cong theo ddi
ban phim va chup man hinh.

- Phién ban anh hudng: Ld héng anh huéng Word 2016, 2019, 2021 va
Microsoft 365 Apps.

- Khl}yén nghi: L héng pht hop véi cac chién dich tan cong dién rong. Céan
ap dung ché d Protected View va chén file Word tir nguon la. Nguoi dung nén ap
dung ban v4 do Microsoft phat hanh:  https:/msrc.microsoft.com/update-
guide/vulnerability/CVE-2025-62555

* CVE-2025-62558 va CVE-2025-62559

- Panh gia mic d6 nguy hiém: Cao (diém CVSS: 7.8/10).

- M6 ta k¥ thuat:

+ 1.8 hong phat sinh tir co ché xir Iy dbi tuong OLE va ndi dung nhing trong
tai litu Word. Khi mé file chira ddi tuong duoc tao dic biét, Word xir Iy sai cdu
tric dir 1i€u va cho phép thuc thi ma.

+ Tinh hubng khai thac: Nguoi dung, trao ddi tai lidu véi dbi tac qua email.
Ké tin cong gui file Word gia mao chira ddi tuong OLE ddc hai. Khi nguoi dung
mé file, Word xir ly sai cac dbi twong nhtng, kich hoat 18 héng va khién
ransomware chay ngay lap tiic, ma hda toan bg tai liéu trén may.

- Phién ban anh huéng: Word tir 2016 trd 1én.

- Khuyén nghi: Ngudi ding nén 4p dung ban va do Microsoft phat hanh:

https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-62558;
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-62559
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+ Tinh huong khai théc: Ké tin cong gia mao lanh dao, cén bd gui file Excel
c6 cdu tric bang bét thuong. Khi nguoi diung mo file, Excel xtr ly dit liéu va phat
sinh 18i kiém tra bién, khién ma doc chay ngam, din dén viéc may tinh bi cai cong
cu diéu khién tir xa va bj loi dung dé do quét mang noi bd.

- Phién ban anh hudng: L6 hong anh huéng Excel trong Office 2016, 2019,
2021 va Microsoft 365 Apps.

- Khuyen nghi: L hong thuong duge sir dung trong céc chién dich cau nhir
phishing. Cén ting cudng nhén thic ngudi dung va cap nhat ban va day du. Nguoi
ding nén 4 dung ban va do  Microsoft  phat  hanh:
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-62553

* CVE-2025-62556
- Pénh gi4 muc d6 nguy hiém: Cao (diém CVSS: 7.8/10)
- Mo ta k¥ thuat:

+ L6 hong xudt phat tir viéc Excel xtr ly dir liéu trong céc t€p dugc chia sé
qua mang ndi bd hodc thu myc dung chung. Viéc thiéu kiém tra tinh toan ven dit
liéu dau vao c6 thé dan dén thuc thi ma khi nguoi dung mé file.

+ Tinh hudng khai thac: File Excel dugc tai vé tir trang chia sé dif liéu noi
bo nhung da bi thay thé bang phién ban chira ma doc. Nguoi dung mé file va hé
thong bi cai phdn mém gian diép.

- Phién ban anh huong: Céc phién ban Excel thude Office 2016 trd 1én déu
bi 4nh hudng néu chua cip nhat.

- Khuyén nghi: Ngudi dung nén 4p dung ban va do Microsoft phéat hanh:
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-62556

* CVE-2025-62560, CVE-2025-62561, CVE-2025-62563, CVE-2025-62564
- Banh gid muc do nguy hiém: Cao (diém CVSS: 7.8/10)
- Mo ta k¥ thuat:

+ Céc 16 hong nay phat sinh tir qua trinh Excel xtt ly bang dir liéu lon, cong
thire phue tap, dir ligu an, lién két va tham chiéu giltra cac 6. Khi tép Excel duoc
thiét ké véi dir lidu bat thuong, viée kiém tra bién, kiém soét kiéu dit liéu va quan
ly bd nhé khong day di ¢o thé gay 181 bd nhd, cho phép ma doc duge thyc thi trong
nglt canh nguoi dung khi mo t¢p. Trong mét sé truong hop, ma doc con b kha
ning tai thém thanh phan tén cong tir bén ngoai, lam gia tdng mic do xam nhap.

+ Tinh hudng khai thac: Ké tén cong gui file Excel gia mao c6 noi dung
giéng file that. Khi nguoi ding mo file, Excel xur ly cong thuc va dit liéu a an bi 16i,

kich hoat ma dgc tai thém thanh phan tén cong, dan dén viéc thong tin dir liéu ca
nhan bi dénh cp.

- Phién ban anh hudéng: Cac 16 hong nay anh huéng dén Microsoft Office
Excel thudc Office 2016, 2019, 2021 va Microsoft 365 Apps, dic biét nguy hiém
trong moi truong thuong xuyén chia sé va xtr ly tép Excel ndi bo.
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1.5. CVE-2025-62562 - L6 hong thure thi ma trong Microsoft Office Outlook
- Bénh gia mtic d6 nguy hiém: Trung binh (diém CVSS: 7.8/10).

- M6 ta k¥ thuét:

+ L& hong phét sinh tir co ché hién thi va phan tich ndi dung email, dac biét

& ché d6 xem trude. Outlook xir 1y ndi dung HTML hoéc d6i twong nhing khong
an toan, cho phép ma ddc chay nén khi email dugc hién thi.

+ Tinh hudng khai thac: Nguoi dung st dung Outlook véi ché dd xem trudce
email. Ké tin cbng giri email chiia noi dung hoic tép dinh kém duoc thiét ké dic
biét (kém payload). Ngay khi email dugc hién thi, Outlook xu ly dit liéu va kich

hoat 18 héng, khién ma doc chay nén, cai backdoor va cho phép theo doi, thu thap
thong tin email trong thoi gian dai.

- Phién ban &nh huéng: L6 hong anh hudng cac phién ban Outlook 2016 tr&
1én va Microsoft 365 Apps.

- Khuyén nghi: Nguoi dung nén 4p dung ban va do Microsoft phit hanh:
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2025-62562

2. L6 hong bio mit thiét bi mang D-Link

* CVE-2026-0625 - Lé hong bao mat chwa dwgc v (zero-day) trén
cdc thiét bi phdt wifi D-Link di ngirng sin xuit

- Péanh gid mic do nguy hiém: Rét cao (diém CVSS: 9.3/ 10).

- MO ta k¥ thuat: Lo hong Xudt phat tir viéc dit liéu dau vao khong dugc
kiém tra va loc chit ché, khién cac tham s cAu hinh hé théng phén giéi tén mién
(DNS) c6 thé bi loi dyung dé chen 18énh “Shell” truc tlep vao hé thdng; diéu nguy
hiém hon la ké tan coéng khong cén ddng nhép, chi can truy cép dugc vao thiét bi
dau cubi 1a c6 thé thue thi mé tir xa. Khi khai thac thanh céng, tin tic c6 thé thuc
thi 1énh tir xa khong céan xac thue; chiém quyén co thé khién toan bo thiét bi trong
mang ndi bd bi theo ddi, tdn cong hodc ddnh cap dit liéu ma nguoi ding khong
hay biét hodc bién thiét bi thanh mot phan cia botnet.

- Phién ban anh huong: DSL-526B, DSL-2640B, DSL-2740R, DSL-
2780B; céc thiét bj nay déu da hét vong doi tir ndm 2020, ddng nghia voi viée
khdng con ban v4, cdp nhat bao mat hay hd trg ki thuat tir hang san xuét.

- Khuyen nghi: Ngung st dung ngay cac thiét bi D- LINK doi cil, thay thé
bang thiét bi con dugc haing hd trg; khong bat quan tri tir xa néu khéng that sy can.

3. L4 hong bio mat trén trinh duyét Chrome

*CVE-2025-14765 - L6 hong quin Iy b nhé khong an toan, cho phép ké
tin cong thao tung vung nhd da bi gidi phong va tiv dé thue thi ma tir xa

- Banh gid mirc dd nguy hiém: Cao (diém CVSS: 8. 8/10).

- M6 ta ky thuat: L5 hong bao mét cho phép thuc thi ma tir xa (RCE) ma
khong can quyén quan tri théng qua 16i Use-After-Free (UAF) trong WebGPU;
loi dung viéc quan ly bd nhé khong an toan, cho phép ké tan cong thao ting vung
nhé dé bi giai phong, tir d6 chiém quyén kiém soét trinh duyét.
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- Phién ban anh huong: Google Chrome cédc phién ban cii hon
143.0.7499.146 (trén Windows, Mac, Linux va Android).

- Khuyén nghi: Nang cap lén phién ban Chrome 143.0.7499.146 hoéc cao
hon. Vao ‘iCal dat,” -> “@Gi6i thiéu vé Chrome” -> Cho tai ban va -> Nhéin
Relaunch dé hoan tat.

4. L5 hong bao mat trén trinh hé quan tri co co sé dit lifu MongoDB

*CVE-2025-14847 — L6 hong huéng dén giao thire nén Zlib va cho phép
ké tian cong doc bp nho heap chwa diroc khoi tao ma khéng can xdac thuc

- Péanh gid muc d6 nguy hiém: Cao (diém CVSS: 8.7/10).

- M6 ta ky thuat: Lo héng cho phép ro 11 dir li¢u nhay cam tur bd nhd ma
khéng can xac thuc. Ké tin cong chi can ¢o két ndi mang toi cdng dich vu cia
MongoDB (mac dinh 14 27017) la c6 thé khai thac. Loi phat sinh tir viée xu ly
khong khéop do dai gitta tiéu dé (header) géi tin nén va dir liéu thuc té. Ké tén
cong gui mot goi tin OP_COMPRESSED voi tham s uncompressedSize dugc
tuy chinh 16n hon thuc té. May chu MongoDB s¢ cap phat mot Vung dém bd nh¢d
qué l6n va tra vé toan bo vung nh¢ dé (bao gom ca cac di li€u "rac" con sét lai tir

céc tac vu trude) cho ké tn cong. Nhiing dit liéu nay thuong chira mat khau vin
ban thd, khoa API, session tokens va cac ban ghi dii licu nhay cam.

- Phién ban anh hudng: L3 hong nay co pham vi anh huong rat rong, bao
gdm hau hét cac phién ban dugc phat hanh trong gan 10 nim qua:

+ Dong 8.2, cac phién ban cti hon 8.2.3.

+ Dong 8.0 , cac phién ban cti hon 8.0.17.

+ Dong 7.0, cac phién ban cti hon 7.0.28.

+ Dong 6.0, cac phién ban cti hon 6.0.27.

+ Dong 5.0, cac phién ban cii hon 5.0.32.

+ Dong 4.4, cac phién ban ct hon 4.4.30.

+ Céc dong cii (EOL): Toan b6 dong 4.2, 4.0 va 3.6 déu bi anh huéng va
khong c6 ban va chinh thurc do dd hét vong doi ho trg.

- Khuyén nghi:

+ Nang cip ban v4, uu tién s6 mot 1a cap nhat 1én phién ban méi nhit ciia
dong dang st dung (vi du: 8.0.17 hodc 7.0.28).

+ CAu hinh tam thoi: Néu chua thé cap nhat ngay, hiy vé hiéu héa trinh
nén zlib bang cach thay d6i cdu hinh net.compression.compressors sang cac
chuén khac nhu snappy hoic zstd, hodc tat hoan toan tinh ning nén mang.

+ Thit chit bao mét mang: Dam bao may chu MongoDB ndm trong mang
ndi b, sir dung Firewall dé chan truy cép tu IP la va bat budc sir dung TLS/SSL.

- Ma& khai thac Proof of Concept (PoC) da dugc cong bb rong rai trén
GitHub va céac dién dan bao mat trong thang 12/2025.



7

Nhiam dam bao an toan thdng tin cho hé thdng théng tin gép phan bio dam
an toan cac co quan, don vi trén dia ban tinh, Cong an tinh dé nghi lanh dao céc
don vi tiép tuc chi dao ra so4t, cap nhat, v 151 hé théng, ting cudng trién khai céc
bién phap gidm sat lién tuc céc hé théng théng tin, phat hién s6m cac dau hiéu bat
thuong, tan cong mang. Trong qua trinh thuc hién néu c6 khé khin, vudng méc kip
thoi lién hé Coéng an tinh (qua Phong An ninh mang va phong, chéng t6i pham sir
dung céng nghé cao, sé dién thoai 088.830.9485) dé dugc hd tro.

P& nghi céc ddng chi quan tdm chi dao thuc hiénZ—

Noi nhin: KT GIAM DOC
- Nhu trén;

- UBND tinh (bao céo);

- Giam déc Cong an tinh;
- Phong Tham muu;

- Luu: VT, ANM.

Bai 15 %5 W Dug






		CỤC CHỨNG THỰC SỐ VÀ BẢO MẬT THÔNG TIN - BCYCP - ĐT: 0243.7738668; Fax: 0243.7738668; Email: ca@bcy.gov.vn
	2026-01-23T11:32:22+0700
	BỘ CÔNG AN - Quảng Ngãi
	CÔNG AN TỈNH QUẢNG NGÃI<quangngai@v01.bca> đã ký lên văn bản này!




