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V/v canh bao 18 hong bao mat
nghiém trong thang 3/2026

Kinh gui:
- Uy ban Mit tran T quéc Viét Nam tinh;
- Van phong Tinh tty, UBND tinh;
- Van phong Doan PBQH va HDND tinh;
- Céc s0, ban, nganh va hoi doan thé tinh;
- B6 Chi huy Quan su tinh; Toa 4n nhin dén tinh;
- Vién Kiém sat nhan dan tinh; Thi hanh an dén su tinh;
- Bao hiém x4 hoi tinh; Cang vu Hang hai Quang Ngii;
- Théng ké tinh; Thué tinh Quang Ngii;
- Kho bac Nha nudc khu vue XV;
- B4o va Phét thanh, Truyén hinh Quang Ngai;
- Céc Trudng: Dai hoc Pham Vin Pdng, Cao ding Kon
Tum, Cao dang Viét Nam - Han Qudc - Quéang Ngii;
- Céng ty CP Loc héa dau Binh Son; Truyén tai dién
Quang Ngdi; Dién luc Quang Ngii;
- UBND céc x4, phuong, ddc khu Ly Son.

Trong thang 3/2026, qua cong tac bao dam an toan thong tin, an ninh
mang, luc lugng An ninh mang va phong, chong t01 pham sir dung cong nghé
cao Cong an tinh da thuc hién phén tich va téng hop d6i véi 12 18 héng bao mat
nghiém trong 4nh hudng dén hé thong thong tin trén dia ban tinh ( Tai liéu luu
hanh néi bg), trong @6 c6 03 15 hong bao mat muc dd nghiém trong rit cao, 09
16 hdng bao mat murc do nghiém trong cao, cu thé:

1. L hong bao mat trén Microsoft SQL Server

1.1. L6 hong CVE-2026-26115 leo thang dic quyén (Elevation of
Privilege - EoP) trong hé qudn tri co sé dir liéu Microsoft SQL Server

- Pénh gia mirc d6 nghiém trong: Cao, diém CVSS: 8.8/10.

- M6 ta k¥ thuat:

+ L& hong xuét phat tir viéc kiém tra khéng dung kiéu dir liéu du vao
(improper Validation of Specified of input - CWE-1287). Do hé thong phat sinh
16 khong xéc thuc chat ché kiéu dit lidu do ngudi dung cung cip, dan dén tinh
trang xt ly sai kiéu dit lidu cia mot dbi tugng trong bd nhd (type confusion -

CWE-843) hoac ep kiéu sai, tir d6 cho phép vuot qua co ché kiém soét truy cip
va thyc thi hanh vi véi quyén cao hon.
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+ Tinh huéng khai thac: Déi tuong thong qua tai khoan hop 18 véi quyén
thap trong hé théng SQL Server (vi du nhu tai khoan user ing dung). Thong qua
viéc giri cdc truy van hodc payload déc biét (malformed input), d6i tuong tién
hanh khai théc 16i k1em tra kiéu dir liéu dé danh lira hé théng, tir d6 thuc hién
cac thao tac yéu cau quyen cao nhu thay dbi role, truy cdp dit liéu nhay cam
hozic thAm chi chiém quyén quan trj database.

- Phién ban anh hudéng: Céac phién ban SQL Server 2016, 2017, 2019,
2022, 2025 (chua dwoc cdp nhdt, cai dat ban va).

- Huéng xu ly, khic phuc: Cép nhat ban va (duong link ban vd:
https.//msrc.microsoft.com/update-guide/vulnerability/CVE-2026-26115), ap
dung nguyén tic least privilege (phan quyén tbi thiéu) cho cic tai khoan
database; gidi han truy cdp SQL server qua Firewall, chi cho phép céc IP tin

cay; bat SQL Server Audit va hé théng giam sét dé kip thoi phat hién, ngan chin
hanh vi leo thang dic quyén (néu cd).

1.2. L6 héng CVE-2026-26116 leo thang diic quyén (Elevation of
Privilege - EoP) trong hé quan tri co so dit licu Microsoft SOL Server

- Péanh gia muc do nghiém trong: Cao, diém CVSS: 8.8/10.

- M6 ta k¥ thuat:

+ L& hong xuét phat tir viéc hé thong khong trung hoa dung cac phan tur
ddc biét trong céu lénh SQL (CWE-89-SQL injection). Cu the do hé théng

khéng kiém tra va xir ly an toan dir liéu dau vao, cho phép ké tAn cong chén truc
tlep ma SQL vao truy van, tu d6 lam thay ddi logic thuc thi cia co sé dir liéu.

+ Tinh huong khai théc: Ddi tuong thong qua tai khoan hop 18 véi quyen
thap tr ong hé théng SQL Server (vi du nhu tai khoan user ung dung), tir do g
c4c truy van chira payload SQL doc hai, do thiéu kiém tra dau vao, SQL thuc thi
céc cAu lénh bi chén, cho phép dbi tuong leo thang quyén 1én mic cao hon
(db_owner, sysamin), truy cap, sua d6i cac dir liéu nhay cam.

- Phién ban anh huong: Cac phién ban SQL Server 2016, 2017, 2019,
2022, 2025 (chua duwoc cdp nhadt, cai dat ban va).

- Huéng xir ly, khic phuc: Cap nhat ban va (duomg link ban va:
https.//msre.microsoft.com/update-guide/vulnerability/CVE-2026-26116); ap
dung nguyén tic least privilege (phan quyén toi thiéu) cho céc tai khoan
database.

2. L6 hong bao mit trén tng dung Microsoft Office

2.1. L6 héng CVE-2026-26110 thue thi ma tir xa (RCE) trén Microsoft
Office

- Panh gia muc d6 nghiém trong: Cao, diém CVSS: 8.4/10.

- Mo ta k¥ thuat:

+ L& hong xuét phat tir 151 hé thdng xir ly sai kiéu dit liéu cta mot dbi
tuong trong b nhd (type confusion - CWE-843). Khi chuong trinh xtr ly tai
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nguyén (t€p tin, d6i tuong, dit lidu) véi kidu khong dung, tin tic co thé loi dung
dé didu khién ludng thuc thi chuwong trinh.

+ Tinh hubng khai thac: Déi tugng tao mot t&p Office doc hai (word,
excel, Powerpoint), trong d6 chira dit liéu dic biét dé gay 161 xu 1y sai kiéu dit
liéu (Type confusion) cho chuwong trinh. Khi ngudi ding ma tép trén may tinh,
chuong trinh Office xtr Iy sai kiéu dir 1iéu, din dén kich hoat, thuc thi mi doc do
d6i tuong chén, theo d6 mé doc dugc kich hoat trén may ngudi ding, cho phép
d6i tuong danh cip dit liéu hodc cai cira hau backdoor hodc ma ddc khéc.

- Phién ban anh hudng: Cac phién ban Microsoft 365 Apps 16.0.1 tré vé
trude, Office 2016 phién ban 16.0.5543.1000 vé trudce, Office 2019 phién ban
19.0.0 vé truge, Office LTSC 2021/2024.

- Huéng xtr ly, khic phuc: Cap nhdt ban va (duong link bén vd:
https.//msrc.microsoft.com/update-guide/vulnerability/CVE-2026-26110); khong
tai vé va ma cac tép Office khong rd ngudn gbc; tit Macro néu khong can thiét.

2.2. L6 héng CVE-2026-26110 thwc thi ma tir xa (RCE) trén Microsoft
Office

- Danh gi4 muc 6 nghiém trong: Cao, diém CVSS: 8.4/10.

- M6 ta k¥ thuét:

+ L& héng phat sinh do 16i tham chiéu con tré khong tin cy (Untrusted
Pointer Dereference, xuat phat tir vi€c chuong trinh khong ki€m tra tinh hop 1€
cta con trd trude khi st dung, dan dén viée truy cép vao vung nhé khong tin cdy
(CWE-822), khién Ung dung xt ly sai dif liéu trong bo nhd, tao di€u kién cho
doi tugng chén va thuc thi ma dde.

+ Tinh hudng khai thac: Di tuong tao lap, tan phét 1 tép tai liéu Office
(Word, excel...) doc hai. Khi nguoi dung v6 tinh mé tép nay (hodc thdm chi chi
xem qua Preview Pane), 16 hong s& kich hoat, cho phép d6i tuong thyc thi ma

doc trén may nguoi dung ma khoéng can quyén trude do, tir d6 cai cdm ma doc,
danh cép dit lidu hodc kiém so4t hé théng.

- Phién ban anh hudng: Céc phién ban Microsoft Office 2016, 2019, 365
Apps, Office LTSC 2021/2024, Microsoft Sharepoint Server chua cai ddt ban va.

- Huéng xur ly, khic phuc: Cip nhét ban va (duong link bén vd:
htips://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-26113); khong
tai vé va md céc tép Office khéng rd ngudn gbc; tit Preview Pane khi khong can
thiét.

3. Céc 16 hong bao mit trén ing dung trinh duyét Chrome

3.1. Lé héng CVE-2026-3909 ghi tran b nhé ngoai ving (Out-of-
bounds Write) trén Chrome

- Panh gia mutrc d6 nghiém trong: Cao, diém CVSS: 8.8/10.
- Mb ta k¥ thuat:



4

+L1L6 hé)ng phat sinh tir thu vién dd hoa Skia - mot thanh phﬁn chiu trach
nhiém xu ly hién thi hinh anh, ndéi dung web va giao dién ngudi dung. Do 161
kiém soat bé nhé khong chdt ché, chuong trinh cho phép ghi dit li€u vuot ra
ngoai vung nhé duoc cip phat (CWE-787) din dén kha ning bi loi dung khai
thac.

+ Tinh hudng khai thac: Di tuong tao 1ap 01 trang web gia chira mé ddc,
khi nguoi dung vo tinh truy cép trang nay, 16 hdng kich hoat, gay 161 ghi tran bo
nhd, tir d6 dbi tugng c6 thé lam héng ciu tric bd nhé, din dén treo trinh duyét,
ro ri dit liéu hoac cho phép dbi tuong thuc thi méa doc ngay trén trinh duyét cua
ngudi dung ma khong can quyén truy cép trude.

- Phién ban anh hudng: Cac phién ban Google Chrome (Chromium-
based) trudc 146.0.7680.75, Microsoft Edge.

- Huéng xu ly, khéic phuc: Cap nhat trinh duyét Chrome phién ban mai
(sau phién ban 146.0.7680.75/80) dé va 16i (link ban va chinh thic:
https://chromereleases.googleblog.com/2026/03/stable-channel-update-for-
desktop_12.html); khéng truy cép vao cac duong link, website, shortcut khong
tin cdy; trién khai cdc co ché bao vé bd sung nhu sandbox dé phat hién hinh vi
khai théc.

3.2. L6 hong CVE-2026-3910 thuc thi md tiv xa (RCE) trén Chrome
- Panh gia muc d6 nghiém trong: Cao, diém CVSS: 8.8/10.
- M6 ta k¥ thuat:

+ L3 héng phat sinh tir viéc trién khai sai logic x{ 1y trong V8 JavaScript
Engine, dan dén viéc quan ly bo nhé khong an toan. Khi xur ly cac doan ma
JavaScript hodac ndéi dung HTML dac biét, Engine c6 thé ghi hodc truy cép sai
vung nhd, tao diéu kién cho dbi tuong tAn cong kiém soat dit lidu trong bé nho
va thuc thi ma tuy y.

+ Tinh hubng khai thac: Péi tuong tao lap trang web gia chira ma
JavaScript doc hai, khi ngudi dung v6 tinh truy cép trang nay, trinh duyét sé
thuc thi ma théng qua V8 va vé tinh kich hoat 16 hong. B01 tuong c6 thé chay
ma doc bén trong moi truong Sandbox trinh duyét, tir do tlep tuc tim cach vuot
qua 1ép bao vé sandbox dé chiém quyén kiém soat may tinh nguoi ding, danh
cap dir liéu.

- Phién ban anh hudng: Cac phién ban Google Chrome (Chromium-
based) trude 146.0.7680.75, Microsoft Edge.

- Huéng xu ly, khac phuc: Cép nhat trinh duyét Chrome phién ban mai
(sau phién ban 146.0.7680.75/80) & va 16i (link ban va chinh thic:
https://chromereleases.googleblog.com/2026/03/stable-channel-update-for-
desktop_12.html); khong truy cép vao cac dudng link, website, shortcut khong
tin cdy; trién khai cac co ché bao vé Safe Browsing.
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3.3. L hdng bao mit CVE-2026-0628 thuwc thi mi tir xa (RCE) ton tai
trén wng dung tro ly do Gemini Live cia Chrome

- Panh gi4 mirc d6 nghiém trong: Cao, diém CVSS: 8.8/10.
- M ta k¥ thuat:

+ L3 hdng phat sinh do 18i kiém soét chinh sach, mot tién ich m& rong
(extension) doc hai c6 thé vuot qua cac rao can bao mat dé chén cac doan ma
JavaScript hoic HTML véo céc trang c6 dic quyén cao hoic bang didu khién
Gemini Live. Vi bang didu khién Gemini Live 1a mot thanh phan cta chinh trinh
duyét, ke tAn cdng c6 thé chén ma dé khoi dong camera va micro ma khong can
su dong v cua nguoi ding, truy cép cac tép tin cuc b, chup anh man hinh cac
tab trinh duyét va chiém quyén diéu khién bang diéu khién dé thuc hién mét
cudc tin cong lira ddo.

- Phién ban anh hudng: Cac phién ban trudc 143.0.7499.192.

- Huéng xir Iy khic phuc: Nang cdp Google Chrome lén phién ban
143.0.7499.192 hodc cao hon. Ra soat va g& bo cac tién ich khong rd ngudn gbe
hodic c6 y8u cau quyén truy cdp qué rong.

4. L5 hong bao mat ton tai hé diéu hanh Ubuntu

* CVE-2026-3888 leo thang dic quyén cuc by (local privilege
Escalation)

- Panh gia mutic d6 nghiém trong: Cao, diém CVSS: 7.8/10.

- Phién ban anh hudng: Cac ban cai dit mac dinh cia Ubuntu Desktop
phién ban 24.04 tré 1€n

- M6 ta k¥ thuét:

+ L3 hdng nay phat sinh tir sy tuong tic ngoai y muon gilta hai thanh
phin chuin ctia Ubuntu: snap-confine (cong cu dic quyén (set-user-ID-root)

ding dé thiét 1ap méi truong sandbox cho cac tng dung Snap) va systemd-
tmpfiles (dich vu quan ly va don dep cac t€p tin/thu muc tam thoi trong /tmp).

+ Trong cdu hinh mic dinh, systemd tmpfiles s€ x6a cdc thu muc tam
khong dugc st dung sau mdt khoang thoi gian (30 ngay trén Ubuntu 24.04 va 10
ngay trén cac phién ban mai hon). Ké tdn cong doi cho dén khi thu muc quan
trong /tmp/.snap (hosic cic duong din lién quan nhu /tmp/snap-private-
tmp/*/tmp/.snap) bi hé thong don dep x6a bd do qué han. Ngay sau khi thu muc
bi x06a, ké tAn cong (voi quyén ngudi ding thap) s€ tao lai thu muc ndy va dua
vao cac tép tin hodc symlink ddc hai. Khi nguoi dung hoac hé thong khai chay
mdt Gng dung Snap, snap-confine s& thuc hién thao tac bind-mount (gan két) céac
tép tin tir thu muc ma ké tin coéng da kiém soat voi quyén root. Piéu nay cho
phép thuc thi ma tuy y hodc ghi d@ céc tép tin hé thdng nhay cam, dan dén viée
chiém quyén root hoan toan.

- Phién ban anh hudéng: Céac ban cai dat méc dinh cia Ubuntu Desktop
phién ban 24.04 tr& 1én.
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- Hudng xtr ly khic phuc: Ubuntu dé phat hanh ban va, nguoi dung nén
cap nhat gbi snapd 1én phién ban da v4 1oi (tur 2.73 trd 1€n).

5. Cac 16 héng bao mit ton tai trén @ng dung Secure Firewall
Management Center ciia hing Cisco

5.1. L6 héng CVE-2026-20131 thue thi ma tiv xa
- Panh gi4 murc d6 nghiém trong: R4t cao, diém CVSS: 10/10.

- M6 ta k¥ thuat: Giao dién quan ly cda Secure Firewall Management
Center (FMC) xur ly cac d6i tuong Java (J ava objects) do ngudi dung gui 1én ma
khong kiém tra ddy du tinh xac thuc. Ké tin cong cé thé gii mot "ludng byte
Java" (Java byte stream) dugc thiét ké dic biét qua giao thire HTTP/HTTPS.
Khi hé théng FMC nhén va giai ma ddi tuong doc hai ‘nay, no sé€ vo tinh thuc thi
cac doan mé Java tuy y dugc chen bén trong. Cude tdn cong khong yéu cu bt
ky quyén ding nhap nao va kiém soat toan b hé thdng quan ly, tir d6 c6 thé vo
hiéu héa hang rao bdo méit cua toan t chrre.

- Phién ban anh hudng: L5 héng nay tac dong dién rong dén céc dong
Cisco chay phan mém Secure Firewall Management Center cac phién ban 7.2.x,
7.4.x va 7.6.x (Trudc ban va thang 03/2026).

- Hudng xir 1y khéc phuc: Nang cip 1én phién ban 7.4.2.3 hodc 7.6.1.1 trd

A

1€n.

5.2. L6 héng CVE-2026-20079 b6 qua xdc thuc (Authentication Bypass)
- Panh gia muc d6 nghiém trong: R4t cao, diém CVSS: 10/10.

- M6 ta k¥ thuat:

+ L6 hong Chén tham s (Argument Injection) cuc ky nghiém trong nim
trong giao dién quan ly dua trén web cia Cisco Secure Firewall Management
Center (FMC). Lbi phat sinh do viéc loc dit liéu dau vao khong day du trong céc
yéu cau HTTP giri dén API quan ly. Ké tin cong c6 thé chén cac tham sé doc
hai vao tién trinh x4c thuc ctia hé théng.

+ Bing cach gui mot goi tin HTTP duoc thiét ké dic biét, ké tin cong co
thé "danh Itra" co ché xéc thuc ndi bd, bd qua hoan toan budce nhap mat khiu va
duoc cap quyen truy cép vdi vai trd Administrator.

- Phién ban anh hudng: L3 hong nay tac dong dién rong dén cac dong
Cisco chay phan mém Secure Firewall Management Center cac phién ban 7.2.x,
7.4.x va 7.6.x (Trude ban va thang 03/2026).

- Huéng xir 1y khéc phuc: Nang cip én phién ban 7.4.2.3 hoic 7.6.1.1 tr&
lén. Khoéng bao gid dé giao dién quan ly Secure Firewall Management Center
cong khai trén internet. Ludn yéu cau két nbéi qua VPN hodc mdy chi nhay
(Jump Host) c6 xac thuc da yéu té (MFA).



7

6. L6 hong biao mit ton tai trén dién thoai Android sir dung chip
Snapdragon (CVE-2026-21385)

- Panh gia mtrc dd nghiém trong: Cao (Piém CVSS: 7.8/10).

- M6 ta k¥ thuat:

+ Lo héng nay nam trong thanh phin Graphics/Display (Do hoa/Hién thi)
mi ngudn mé cua Qualcomm, dugc su dung bai hau hét cac chipset

Snapdragon. Do tran s6 nguyén (Integer Overflow) din dén hu hong bd nhé khi
hé théng thuc hién phén bd bd nhé.

+ Ké tn cong c6 thé lira ngudi ding cai dat mot ung dung doc hai hodc
thuc thi ma cuc bd. Ung dung nay s& guri dit lidu duge thiét ké dic biét dén trinh
didu khién dd hoa Snapdragon dé 1am hong bd nh¢ theo cach c6 kiém soat. Tir
mot img dung c6 quyén han thdp c6 thé chiém quyén quan tri cao nhét ctia hé
théng dé truy cép trai phép vao dit lidu nhay cadm, camera, hodc microphone.

- Phién ban anh huéng: T4t ca cic dién thoai Android st dung chip
Snapdragon chua cdp nhat ban va thang 03/2026 (dac biét 1a Android 14, 15 va
16).

- Huc’rng xu ly khéic phuc: Cai dédt ban cdp nhat Android tir ngay thang
03/2026 trd ve sau.

7. L0 hong bao mit ton tai trong plugin WordPres (CVE-2026-1492)
- Panh gid mirc d6 nghiém trong: R4t cao (Piém CVSS: 9.8/10).
- M6 ta k¥ thuat:

+ L& hong nay xay ra do 16i Quan 1y dic quyén khéng ding céch trong
plugin User Registration & Membership. Plugin nay cho phép nguoi dung dang
ky tai khoan thanh vién qua cac biéu mAu tiy chinh. Tuy nhién, hé théng lai
chép nhan tham s6 dinh danh vai trd (role) do nguoi dung gui 1€n tr phia trinh
duyét (client-side) ma khong thuc hién kiém tra d6i chiéu véi danh sach cho
phép (allowlist) & phia may chu.

+ Ké tan cong chi cin giti mot yéu cdu diang ky tai khoan thong thuong
nhung chen thém hogc thay d6i tham s6 role thanh administrator. Vi thiéu buéc
xac thuc quyén han trén server, plugin s& méc dinh cép quyén Quan tri vién
(Admin) cho tai khoan méi nay. Khi da co quyén Admin, ho c6 toan quyén thay
d6i noi dung, cai ddt mé doc, danh cép dit liéu ngudi dung hodc x6a toan bd
website. L& hong nay khéng yéu ciu xac thuc, c6 dd phuc tap thip va c6 thé
khai thac hang loat qua mang Internet.

- Phién ban anh hudng: Tét ca cac phién ban Plugin User Registration &
Membership tr 5.1.2 tré ve trudc.

- Hudng xir 1y khic phuc: Nang cip plugin 1én phién ban 5.1.3 hodc moi
nhat hién cé.

Nhim dam bao an toan théng tin cho hé thdng théng tin cla céc co quan,
don vi trén dia ban tinh, Cong an tinh d€ nghi 1anh dao cac don vi tiép tuc chi



dao ra soat, klem tra cac dich vu, phan mém (dang sir dung; kip thoi cap nhat, va
16 hé théng néu phat hién ton tai cac 15 hdng trén; ting cuong trién khai céc
bién phap giam sat lién tuc cac hé théng thong tin, phat hién sém cac du hiéu
bat thuong, tAn céng mang.

Qua trinh thuc hién néu c6 khé khan, vudng mic, kip thoi lién hé Cong an
tinh (qua Phong An ninh mang va phong, chong 101 pham sitr dung cong nghé
cao, s6 dién thoai 088.830.9485) dé duogc hd tro.

Céng an tinh trao dbi d& quy co quan phdi hop thuc hién./.zZ

Noi nhin: KT .‘..GIAM BOC
- Nhu trén (phoi hop); - 3

- UBND tinh (bao cao);

- B/c Giam dbc Cong an tinh (b4o cio);
- Phong Tham muu;

- Luu: VT, ANM.

Pai ta Nguyén Thanh Long
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