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CONG AN TINH QUANG NGAI Poc lap - Tw do - Hanh phiic
86: 4 444 /CAT-ANM Qudng Ngéi, ngaydothdng 3 nim 2026

V/v canh b4o 15 hdng bao mat
nghiém trong thang 02/2026

Kinh gui:

- Uy ban Mat trdn T6 quéc Viét Nam tinh;

- Van phong Tinh iy, UBND tinh;

- Van phong Poan BPBQH va HDND tinh;

- Céc sd, ban nganh va hoi doan thé tinh;

- B Chi huy Quén su tinh; Toa an nhén dén tinh;

- Vién Kiém sét nhan dan tinh; Thi hanh 4n dan su tinh;

- Bao hiém x4 hoi tinh; Cang vu Hang héi Quang Ngii;

- Théng ké tinh; Thué tinh Quang Ngii;

- Kho bac Nha nudc khu vuc XV;

- Béo va Phat thanh, Truyén hinh Quang Ngii;

- Céc Truong;: Pai hoc Pham Van Dong, Cao ding Kon
Tum, Cao dang Viét Nam - Han Quéc - Quang Nga1

- Coéng ty CP Loc héa dau Binh Son; Truyén tai

dién Quang Ngdi; Dién luc Quang Ngai;

- UBND céc x3, phuong, Pac khu Ly Son.

Trong thang 02/2026, qua cong tac bao dam an toan thdong tin an ninh ninh
mang, lyc luong An ninh mang va phong, chong t01 pham sur dung cdng nghé¢ cao
Cong an tinh d& thyc hién phan tich va téng hop déi véi 10 16 hong bao mat
nghiém trong anh hudng dén hé thong thong tin trén dia ban tinh (Tai liéu luu hanh
néi bg). Trong d6, c6 04 15 hdng bao mat muic do nghiém trong rat cao, 06 13 héng
bao mét mirc dd nghiém trong cao, cu thé:

1. L6 hong bao mat trén hé diéu hanh va cic irng dung cia Microsoft

L11. L6 hiong CVE-2026-21259 ning quyén cuc bé (Local Privilege
Escalation) trén Microsoft Office Excel

- Panh gid mtc d6 nghiém trong: Cao (Piém CVSS: 7.8/10).

- Mo ta k¥ thuat:

+ L6 hong xuét phat tir 18 quan ly bé nhé dang “heap-based buffer overflow
khi Excel xir ly dir liéu. Khi dir liéu vuot qua viing nhé duoc cép phat, cdu trac bo
nhé bi ghi d&, tao diéu kién cho tin tic chén va thuc thi ma tuy y.

+ Dbi tuong giri tép Excel doc hai bi thay dbi cau truc bén trong (vi du: thay

d6i gia tri do dai trong thanh phan XML cta dinh dang .xlsx hodc record dit liéu
trong .xls) dén nguoi dung (qua email, thiét bi ngoai vi...). Khi nguoi dung mé tép.
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Excel tién hanh phan tich cu phap (parse) cac thanh phén dit liéu, do gié tri do dai
sai l&ch va Excel cdp phét bd nhé heap khong du, qua trinh xtr ly dit liéu s& ghi
vuot gidi han bd dém, 1am ghi deé ciu trac didu khién bd nhé va cho phép chuyén
hudng ludng thuc thi dén ma doc duoc nhing san (Shellcode). Sau khi chiém
quyén thuc thi, shellcode tai thém payload tir méy chu didu khién va chay véi
quyén clia nguoi dung hién tai, tir do tin tic ¢6 thé cai backdoor, thu thap thong tin
hodc khai théc leo thang dac quyén trén hé théng.

- Phién ban anh hudng: Microsoft 365 Apps, Microsoft Office 2019, Office
LTSC.

- Huéng x ly, khic  phuc: Cap nhat ban va
(https.//msrc.microsoft.com/update-guide/vulnerability/CVE-2026-21259); bat
Protected View cho tai liéu tai tir internet va trién khai co ché kiém soét ung dung
(Applocker/WDAC).

1.2. L6 héng CVE-2026-21514 vieot qua co' ché bio mat (Security Feature
Bypass) trén Microsoft Office Word

- Banh gid mtc do nghiém trong: Cao (Diém CVSS: 7.8/10).

- Mo ta k¥ thuat:

+ L6 hong phat sinh do Microsoft Office Word dya vao dit liéu dau vao chua
duoc xé4c thuc day du trong céc quyét dinh bdo mat lién quan dén co ché OLE
(Object linking and Embedding) dan dén bd qua canh bao bao mat.

+ Tin tac giri dén ngudi dung tép tin Word c6 chira dbi tuong OLE ddc hai,
khi nguoi ding mé tai liéu, co ché canh bao bi vuot qua va thanh phan nhing c6
thé tai hodc thuc thi ma doc ma khong bi ngan chan trén hé théng.

- Phién ban anh hudng: Microsoft 365 Apps, Office LTSC (2021, 2024).

- Huéng xi ly, khac phuc: Cap nhat ban va (dwong link ban vd:
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-21514). Han ché
hodc v6 hiéu hoa OLL néu khong can thiét va tdng cudong giam sat hanh vi bat
thuong nhu word tu khoi tao Powershell.

1.3. L6 hong leo thang dic quyén CVE-2026-21533 ton tai trong thanh
phin Windows Remote Desktop Services ciia hé diéu hanh Microsoft Windows:

- Danh gia muac dé nghiém trong: Cao (Diém CVSS: 7.8/10).

- M6 ta ky thuat:

+ L6 hong xuat phét tir co ché quan ly va kiém so4t dic quyén chua diy du
trong dich vu RDS, cho phép nguoi ding quyén thap c6 thé thuc hién thao tac din
t6i leo thang dic quyén 1én mac SYSTEM.

+ Ké tan cong so hitu va dang nhap vao mot tai khoan thong thuong quyén
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thdp (qua cAu nhit phising; do quét tai khoan méat khau; danh cip tai khoan...), tur
tai khoan nay, ké tin cong chay mot chuong trinh gri yéu cau t6i dich vu chtra 16
hong, kém theo tham sb tré dén mot dudng din hoic khoéa registry do ho kiém
soét, do thiéu kiém tra quyén, dich vu dang chay véi quyén SYSTEM sé& thuc hién
thao tac thay cho nguoi dung (vi du nhu ghi d&¢ mdot tép thuc thi trong thu muc hé
thdng, tao hodc sira khoa registry autorun & muc “machine”), tir d6 & 1an khoi dong
tiép theo (ho#c khi dich vu duoc goi lai), ma do ké tdn cOng dat vao sé& duoc chay
v6i quyén SYSTEM, hoan tat viéc leo thang dic quyeén.

- Phién ban anh hudng: Windows 10, 11 va Windows Server tir 2012 dén 2025.

- Huéng xtr ly, khic phuc: Cai dit ban vé tr nha san xuit Microsoft
(https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-21533); han ché
quyén local administrator va vé hiéu héa hodc giéi han RDP khi khong can thiét.

1.4. L6 hong vwot qua co ché bio mit (Security Feature Bypass) CVE-
2026-21510 trong Windows Shell

- Banh gia mtrc d§ nghiém trong: Cao (Diém CVSS: 8.8/ 10).

- MO ta k¥ thuat:

+ L héng nay bét ngudn tir 161 xur 1f logic trong thanh phan windows shell
ctia hé diéu hanh windows, cu thé 13 co ché kiém tra va thuc thi chinh sach bao mat
d6i véi tép Shortcut tai tir internet, cho phép ké tan cong vuot qua céc co ché bao
vé nhu Window SmartScreen va cc canh béo vé& nguén gbc tép trudce khi thyce thi
ndi dung duoc tai vé.

+ Trong truong hop cu thé, tin tic ¢6 thé tao mot tép shortcut (.Ink) hoac tép
nén chira shortcut dugc cdu hinh dic biét nhdm lam sai l&ch co ché danh ddu bao
mat Mark-of-the-web (MOTW) va gtii cho nguoi dung (qua ciu nhir phising, tan
phét trén mang). Khi nguoi ding tai vé tir internet va nhip mé tép, do 161 xur ly
trong windows Shell, co ché kiém tra ngudn gdc tép khong dugce kich hoat ding
cach, khién canh béo bao mét khong hién thi, ndi dung shorteut trd t6i (vi du tép
thuc thi hodic script) s& chay ngay véi quyén nguoi ding hién tai, mé duong cho
viéc tai va thuc thi ma doc tiép theo.

- Phién ban anh hudng: Cac phién ban Window 10 (1607, 1809, 21H2,
22H2), Window 11 (23H2, 24H2, 25H2 va 26H1), Window Server 2012, 2016,
2019, 2022, 2025 (cdc build trucc ban vd thang 2/2026).

- Huéng xir ly khic phuc: Cép nhit ban vé tu link nha cung cép
(https://msrc.microsoft.com/update-guide/en-US/vulnerability/ CVE-2026-21510).
Khong tai vé hodc nhip vao céc lién két hoic tép shortcut khong rd ngudn gdc.

2. L6 hong bio mit ton tai thiét bj hang Fortinet (CVE-2026-22153)
- Péanh gi4 mirc 46 nghiém trong: Rét cao (Piém CVSS: 9.1/10).



- M6 ta k¥ thuat:

+ L5 hong nay thudc loai Authentlcatlon Bypass by Primary Weakness
(CWE-305), xay ra trong co ché xé4c thuc da yéu t& hodc x4c thuc qua cac may chu
trung gian (nhu RADIUS/LLDAP) trén FortiOS. Ldi phat sinh do thuét todn xur ly
logic xac thuc khong chat ché. Ke tan cong co thé gui cac goi tin phan hdi xac thuc

duorc 'ché" lai, khién thiét bi tin ring qua trinh déng nhép da thanh cong ma khong
can kiém tra mat khau thuc té hodc ma OTP.

+ K¢ tan cong danh liva tién trinh authd ciia Fortinet bang cach thao ting cac
tham sO trong ludng xac thuc (Authentlcatlon Flow), dan dén viéc thiét bi cap
quyén tr uy cép ngay lap tirc. Co thé cip quyén quén tri (Super_Admin), cho phép
thay d6i cdu hinh, tao nguoi diing méi hogc kiém soat toan bo luu luong mang di
qua thiét bi.

- Phién ban anh huéng: L6 hong tac dong dén céc dong san pham sir dung
cau hinh xéc thuc tir xa hodc cong VPN.

+ FortiOS: Phién ban tir 7.2.0 dén 7.2.1 1;7.4.0 dén 7.4.3.
+ FortiProxy: Phién ban tir 7.2.x va 7.4 x.
+ FortiSwitchManager: Mét sb phién ban chay hé diéu hanh cd.

- Hudng xt ly khic phuc: Nang cap ngay 1én FortiOS 7.6.5 hodc méi hon -
ban va da dugc Fortinet phat hanh. Néu chua thé nang cdp, xem xét tam thoi vo
hiéu héa Agentless VPN hodc FSSO policy sir dung LDAP; gi6i han truy cap tur
bén ngoai vao dich vu VPN; ting cuong giam sat log LDAP va FortiOS dé phat
hién hanh vi bat thuong.

3.Lo hong bdo mit ton tai thiét bi hang Dell (CVE-2026-22769)

- Danh gid mirc do nghiém trong: Rat cao (Piém CVSS: 9.8/10).

- M6 ta k¥ thuét:

+ Pay la mot 16 hong Zero- -day da bi khai thac trong céc chién dich tén cong
nhim muc tiéu vao co so ha ting 4o hoa. L& héng nay thudc loai Command
Injection (Chen 1énh) nam trong giao dién quan tri web cua Dell RecoverPoint for

VMs. Loi phat sinh do viéc thiéu kiém tra va lam sach (sanitization) dir liéu dau vao
trong cac yéu cau API cu thé dugc giri dén cum diéu khién (VRPA).

+ K& tan cong tir xa, khong can xéc thuc, c¢6 thé gul mot goi tin HTTP duoc

hc tao déc biét chira cac ky tu diéu khlen hé théng (nhu ;, &&, hodc |) vao cac tham

s6 dau vao. Khi thlet bi xu ly yéu cau ndy, né s& vé tinh thyc thi céc 1énh h¢ diéu

hanh tiy y véi quyén han cao nhét (root). Piéu nay cho phép ké tan cong cai dit cira

hau (backdoor), dénh cip dir liéu sao luu hodc pha hoai toan bo hé thdng phuc hoi
tham hoa ctuia doanh nghiép.

- Phién ban anh hudéng: L6 hong tac dong truc tiép dén cac phién ban cua giai
phap Dell RecoverPoint for Virtual Machines:
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+ T4t c4 c4c phién ban 5.3 x (trudc phién ban 5.3.4).
+ Tht ca cac phién ban 5.4.x (trudc phién ban 5.4.1).

- Huéng xtr ly khic phuc: Cép nhat ngay 1ap tirc: Nang cp hé théng 1én céc
phién ban d4 duoc v4 16i:

+ RecoverPoint for VMs phién ban 5.3.4 (Ban v4 6n dinh cho nhanh 5.3).

+ RecoverPoint for VMs phién ban 5.4.1 (Ban v4 mdi nhét).

4. L& hong bao mat ton tai thiét bi Apple (CVE-2026-20700)

- Panh gia mtrc do nghiém trong: Cao (Diém CVSS 7.8/10).

- M6 ta ky thuat:

+ L3 hong nay 1a mot 15i Memory Corruption (Hu héng bd nhd) nim trong
thanh phan dyld (Dynamic Link Editor) ctiia Apple; phat sinh do viéc quén ly trang

thai (state management) khéng ding céch trong qua trinh dyld nap va lién két céc
thu vién ddng (dynamic libraries) vao bd nhd.

+ Ké tan cong c6 kha ndng ghi vao by nh¢ (memory write capability) cé thé
loi dung so hd nay dé thyc thi ma tiy y (Arbitrary Code Execution).

- Phién bén 4nh huéng: L hong nay tac dong dién rong dén hiu hét cac hé
diéu hanh hién tai cua Apple:

+10S va iPadOS: Cac phién ban trude 26.3 va 18.7.5.

+ macOS Tahoe: Cac phién ban trudce 26.3.

+ macOS Sequoia: Céc phién ban trudc 15.7.4.

+ macOS Sonoma: Céc phién ban trudc 14.8.4.

+tvOS, watchOS va visionOS: Céc phién ban trude 26.3.
- Huéng xir Iy khéc phuc: Cép nhét hé didu hanh:

+ Nang cap 1én iOS 26.3 / iPadOS 26.3 (hodc ban cii hon 1a 18.7.5 cho cac
thiét bi doi cfi).

+ Nang cap lén macOS Tahoe 26.3, macOS Sequoia 15.7.4, hoic macOS
Sonoma 14.8.4.

+ Cap nhat watchOS 26.3, tvOS 26.3 va visionOS 26.3.

5. L hong bio mét ton tai nén tang WordPress (CVE-2026-1357)

- Danh gia mirc 6 nghiém trong: Rat cao (Diém CVSS: 9.8/10).

- M6 ta k¥ thuat:

+ L6 hong nay khéng ndm trong nhan (core) cia WordPress ma xuat phét tir
mét 16i logic trong viée xir ly tep tin cda cac plugin pho bién (dac biét la cac plugin
hé tro tai 1én va xir Iy tép tin da phuong tién). LS hong phat sinh do viéc thiéu klem

tra (validation) va lam sach (sanitization) dit liéu dau vao khi xut ly cac yéu cau tai
tép lén qua API hodc giao dién web.

+ Ké tAn cong giri cac yéu cau HTTP chira ma PHP doc hai dugc nguy trang
dudi dang tép tin hop 16. Do co ché kiém tra phdn mé rong tep tin (file extension)
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hodc loai tép (MIME type) bi bo qua hodc thuc hién sai cach, mé doc s& dugce luu trix
va thuc thi trén médy chi. K& tan cong co thé chay céc 1énh hé théng, truy cép co sO
di li€u, thay d6i ndi dung trang web hodc cai dit c4c cira hau (backdoor) dé duy tri
quyén truy cép lau dai.

- Phién ban anh huong: Lo hong anh huéng dén mét loat cac plugin quan ly
File Manager, Image Optimizer, va cac thanh phan Upload tich hop trong cac
Theme tily bién. Céc phién ban plugin dugc phat hanh trude thang 01/2026.

- Huéng xtr ly khéac phuc: Cap nhat tat ca 1én phién ban méi nhat ¢ sin trong
kho tmg dung WordPress. X6a céc plugin khong can thiét, dic biét 1a cac plugin
quan ly tép tin (File Managers) thuong xuyén bi khai thac. Su dung céc cong cu bao
mat dé quét toan b ma ngudn website nhim phat hién céc tép tin la hodc ma doc da
duoc cheén vao trudce déb.

6. L& hong bio mit ton tai thiét bj hing Cisco (CVE-2026-20127)
- Banh gia mtrc do nghiém trong: Rét cao (Piém CVSS: 10/10).
- M6 ta k¥ thuat:

+ 1.6 hong qua mat xac thuc (Authentication Bypass) nay bat ngudn tir 16i
trong co ché xéc thuc két ndi ngang hang (peering authentlcatlon) thudc quy trinh
control-plane ctia ha tang mang. Xay ra trén hai thanh phan cbt 161 cua kién tric 1a
Cisco Catalyst SD-WAN Controller (truéc day la vSmart) va Cisco Catalyst SD-
WAN Manager (truéc day la vManage).

+ Ké tan cong tir xa, hoan toan khéng can thong tin xac thuc, c6 thé gui cac
lubng yéu cau mang (crafted requests) dugc tinh chinh dac biét dén hé théng muc
tiéu. Hé théng bi danh lua va cap cho ke tan cong quyén truy cap dudi danh nghia
mot tai khoan ndi b co déc quyen cao (high-privileged, non-root user). Sau khi co
quyén kiém soat, tin tic s€ lam dung giao thire NETCONF (thuong qua cong
TCP/830) va SSH dé két ndi gilta cac thiét bi quan tri, tr d6 sua doi cau hinh
mang, chinh sua template/policy cua toan bo mang lugi SD- WAN. Thuc té con ghi
nhan ké tan céng tién hanh xo0a log trong /var/log dé xoa dau vet va ¢ tinh ha cip
(downgrade) phién ban phan mém hé théng dé leo thang dac quyén 1én murc root.

- Phién ban anh huéng: Céc phién ban phan mém bj anh hudng cu thé:
+ Cac phién ban Cisco Catalyst SD-WAN cii hon 20.9.1.

+ Céc thiét bi b phot bay giao dién quan ly ra ngoai Internet c¢6 rui ro bi
nhdm muc tiéu cao nhét.

- Huong xu ly khic phuc: Cap nhat ngay 1ap tuac h¢ théng SD-WAN lén céc
phién ban phan mém da dugc va 16i (Vi du: Chuyén [én cac ban release an toan
thugc nhanh 20.9.8.2 hodc 20.12.6.1 tuy theo 16 trinh cap nhét cia doanh nghiép).
Ngit cac quyén truy cép quan tri mang tur cac mang khong an toan (Internet). Chi

cho phép céc host dang tin cdy truy cép vao Controller/Manager théng qua tuong
[ua. V6 hi€u héa HTTP cho cong web UI cua SD-WAN Manager.
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7. L6 hong bao mit ton tai trong thw vién jsPDF (CVE-2026-25755)

- Déanh gia muc d6 nghiém trong: Cao (Diém CVSS: 8.8/ 10).

- M6 ta k¥ thuat:

+ Thu vién jsPDF 1a mét thu vién phd bién gilip tao cac tép PDF béng
JavaScript. L8 hong nay xay ra ¢ phuong thirc addJS (duoc sir dung dé chén ma
JavaScript vao PDF). Neu dit liéu dau vao cua ngudi dung khéng dugc lam sach
(sanitize) trudce khi truyén vao phuong thirc addJS, ké tAn cong c6 thé chén cac dbi
tugng PDF tily y (PDF Object Injection) vao tai lidu duoc tao. Bing cach thiét ké
mot payload déc biét c6 kha nang thoat (escape) khoi ddu phan cach chudi cua
JavaScript, ké tin cong c6 thé chén cdc ma doc hai vao tép PDF. Khi c6 nguoi
dung mé tép PDF bi nhiém ddc nay, tinh ‘nang tu dong thue thi mé script (thudng
gdp qua AcroJS) s& duoc kich hoat, dan den viée ké tin cong c6 thé qua mét co ché

an toan (sandbox bypass), 1am thay ddi cdu tric tai liéu hodc thuc thi cic hanh
dong doc hai khac trén may nan nhén.

+ L8 héng nay c6 thé bj khai thac tir xa (Remotely Exploitable) va da c6 cac
mé khai thac (Proof of Concept - PoC) dugc cong bd cong khai.

- Phién ban anh hudéng: Céc phién ban jsPDF trudc 4.2.0 (jspdf < 4.2.0).
- Huéng xtr 1y khéc phuc:
+ Nang c4p thu vién jsPDF 1én phién ban 4.2.0 hodc méi hon.

+ Bién phap thay thé (Workaround) trong truong hop chua thé cép nhat:
Phai thuc hién qué trinh "escape" (thoat/xtr 1y) toan bd cac dau ngodc don () trong
cac doan mi JavaScript do ngudi ding cung cép trudc khi uuyen chiing vao
phuong thirc addJS. Viéc nay s& ngén chidn ma doc thoét ra khoi chudi va bi coi la
mdt phan thuc thi ciia ciu triic PDF.

Nhim dam béo an toan thong tin cho hé théng thong tin gop phan bao dam an
toan cac co quan, don vi trén dia ban tinh, Cong an tinh dé nghi lanh dao céc don vi
tiép tuc chi dao ra soat, kiém tra cac dich vy, phan mém dang sir dung, kip thoi cép
nhat, v4 18i hé thdng néu phat hién tdn tai céc 13 hong trén, tang cudng trién khai cac
bién phép giam sat lién tuc céc hé théng thong tin, phat hién sém cac dau hiéu bat
thuong, tan céng mang. Trong qua trinh thuc hién néu c6 kho khin, vuodng méc kip
thoi lién hé Cong an tinh (qua Phong An ninh mang va phong, chéng téi pham su
dung cong nghé cao, sé dién thoai 088.830.9485) dé dugc hd tro.

bé nghi cac dong chi quan tam chi dao thuc h1¢n.@_

Noi nhan:

- Nhu trén;

- UBND tinh (bao c4o0);
- Phong Tham muu;

- Luu: VT, ANM.
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