Ky boi: CONG AN
TINH QUANG NGAI

quang g i@v01 bea

Co quan: BO CONG AN
Ngiy ky: 27-02-2026
16:39:30 +07:00

A BO CONG AN _ CONG HOA XA HOI CHU NGHIA VIET NAM
CONG AN TINH QUANG NGAI Doc ldp - Tw do - Hanh phiic

$6:A048/CAT-ANM Qudng Ngai, ngay( thang 02 ném 2026
V/v canh bao 15 héng bao mét
nghiém trong thang 01/2026

Kinh gti:

- Uy ban Mit tran T6 qudc Viét Nam tinh;

- Van phong Tinh ty, UBND tinh;

- Vin phong Doan PBQH va HPND tinh;

- Céc s6, ban nganh va hdi doan thé tinh;

- B6 Chi huy Quén sy tinh; Toa 4n nhén dén tinh;

- Vién Kiém sat nhén dan tinh; Thi hanh 4n d4n su tinh;

- Bo hiém x3 hoi tinh; Cang vy Hang hai Quang Ng4i,

- Thong ké tinh; Thué tinh Quéang Ngai;

- Kho bac Nha nuéce khu vuc XV;

- B4o va Phat thanh, Truyén hinh Quang Ngdi;

- Cac Truong: Dai hoc Pham Vian Dong, Cao ding Kon
Tum, Cao dang Viét Nam - Han Quéc - Quang Ngai;

- Cong ty CP Loc héa diu Binh Son; Truyén tai dién

Quang Ngii; Dién luc Quang Ngai;

- UBND céc x4, phuong, Pac khu Ly Son.

Trong thang 01/2026, qua cong tac bao dam an toan thong tin, luc luong An
ninh mang va phong, chéng t6i pham str dung cong nghé cao Cong an tinh d3 thuc
hién phén tich va téng hop dbi véi 18 15 hong bao mat nghiém trong anh huong dén
hé thong thong tin cua Viét Nam (Tai liéu luu hanh ngi bg). Trong d6,c6 05 13 hong
b&o mat c6 murc do rat nghiém trong, 12 16 hong bao mat nghiém trong, 01 16 héng
bédo mat muc trung binh, cu thé:

1. L hong biao mat trén hé diéu hanh cia Microsoft

1.1. CVE-2026-20944 — Lé héng thuc thi ma (RCE) khéng cin twong tic
trong Microsoft Office Word

- Bénh gid mirc d6 nguy hiém: Cao (diém CVSS: 8.4/ 10).

- M6 ta k¥ thuét:

+ L8 hdng phét sinh tir co ché xtr ly tai liéu Word trong cac truong hgp khong
yéu cau tuong tac nguoi dung. Khi Word ty dong phén tich cau tric tai liéu hodc
d6i tuong nhung dugc tao lap bat - thuong trong tép, 161 quan ly bo nhé c6 thé xay

ra va dan dén thuc thi ma véi quyen nguoi dung. Do khéng can thao tic m¢ tép thu
cong, 16 hong nay dic biét nguy hiém trong cac hé thong xir 1y tai lidu tu dong.

+ Tinh huong khai thac: Tin tic giri tép Word doc hai duoc thiét ké dic biét
dén hé théng tiép nhén, xr ly van ban ty dong clia co quan. Khi hé théng tu quét
vaxu ly t€p Word, ma doc duoc thuc thi, cai backdoor va mé két ndi ra ngoai, cho
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phép tin tac tAn cong truy cip vao mang ndi bo va tiép tuc do quét cac may khac.

- Phién ban anh huong: Cac phién ban Word thudc Office 2016, 2019, 2021
va Microsoft 365 Apps.

- Khuyén nghi: Cap nhat, 4p dung ban va 18i do Microsoft phat hanh
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-20944

1.2. CVE-2026-20947 — L6 héng thuec thi ma (RCE) va leo thang diic quyén
trong Microsoft Office SharePoint

- Péanh gia muirc d6 nguy hiém: Cao (diém CVSS: 8.8/10).

- M6 ta k¥ thuat:

+ L3 hong phat sinh tir co ché xu ly yéu cau mang trong SharePoint khi
ngudi ding da xac thuc v6i quyén thap. Ké tin cdng co thé giri cac yéu cau duoc
thiét ké dic biét dén mdy chu SharePoint, loi dung 161 kiém tra dit liéu dau vao dé

thuce thi ma hoac chiém quyen diéu khién dich vu. L hqng nay nguy hiém do ¢6
thé bi khai thac tir xa qua mang va anh hudng truc ti€p dén hé thong may chu.

+ Tinh hudng khai thac: Tin tic sir dung tai khoan ngudi ding quyén tap da
bi 16 dé gul chudi yéu cau HTTP dac biét téi may chu sharepoint, sau khi khai thac
thanh céng, tin tic ¢ thé chiém quyén diéu khién may chu, truy xuat dit liéu noi
bo va cai cong cu duy tri truy cap lau dai (persistence).

- Phién ban anh huong: Téat ca cac phién ban Sharepoint Server chua dugc cai
dat ban va cuia nha san xuat.

- Khuyén nghi: Khan truong cip nhat, 4p dung ban va do Microsoft phat
hanh: https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-20947

1.3. CVE-2026-20952 - L6 hong thuwe thi ma qua doi twong nhiing trong
Microsoft Office

- Panh gia mirc dé nguy hiém: Cao (diém CVSS: 8.4/10).
- M6 ta ky thuat:

+ L& hong phat sinh trong thanh phan xtr ly déi tugng va ndi dung nhing
chung cia by Office (noi chiu trach nhiém phdn tich va hién thi cdc doi tuong
OLE/ActiveX trong tai liéu). Khi Office xit ly cac d6i tuong nhung dugc tao 1ap véi
cAu trac bat thuong hoac dir liéu bi thao ting, co ché quan ly bo nh¢ khéng kiém
tra tinh hop 1é cua dif lidu ddu vao, dan dén thuc thi mé tuy y.

+ Tinh huong khai thac: Mot tép tai liéu Office dugc tin tdc nhing ma doc
khai thac 16 hong va tan phat trén hé théng trao doi van ban ctia co quan hodc g
c6 chu dich qua email dén nguoi dung. Khi hé théng xur ly tai liéu ty dong hodc
nguol dung mo preview tép, 16 héng duoc kich hoat va ma doc duge thuc thi, cai
dat ctra hau, thiét 1ap két ndi may chi C2 cua tin tic.

- Phién ban anh huong: Phién ban Office 2016 trd 1én va Microsoft 365 Apps.

- Khuyén nghi: Khin truong cép nhét, 4p dung ban vé do Microsoft phat
hanh: https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-20952
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1.4. CVE-2026-20953 - L6 héng thue thi ma do xie Iy di liéu diu vio khong
an toan trong Microsoft Office

- Panh gid mac d6 nguy hiém: Cao (diém CVSS: 8.4/ 10).

- M6 ta k¥ thuét:

+ L& hong phat sinh trong tir viéc Office xit ly sai kiéu dit liéu cia mot sb
déi tuong trong tai liéu. Khi gip dir ligu gia mao hodc khai bdo sai dinh dang,
chwong trinh van c6 géng xir ly ma khong kiém tra ddy di, din dén truy cdp nham
viing nhé va tao diéu kién cho ma doc thyc thi.

+ Tinh huong khai thac: Tin tic nhim dén mét c4 nhan c6 quyén truy cap
cao trong hé thdng va giri tai liéu gia mao ndi dung cong viéc duge nhung ma doc.
Khi nan nhén mo tai liéu, 101 xir ly kiéu dir lidu trong Office bi khai théc cho phép
tin tdc thuc thi ma véi quyén nguoi dung, tir d6 cai cong cy danh cép thong tin xé4c

thue, chiém phién 1am viéc va truy cép vao cc hé théng quan trong, leo thang dic
quyén va danh cap dir liéu quan trong trong hé thong.

- Phién ban anh hudng: Phién ban Office 2016, 2019, 2021 va Microsoft 365
Apps.

- Khuyén nghi: Khéng tai v&, md céc tép tai liéu la, khéng rd ngudn gbc.
Khan truong c@p nhét, 4p dung ban vd do Microsoft phit hanh:
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-20953

L.5. CVE-2026-24307 — L6 hong ro ri thong tin va vwot quyén truy cap
(Information Disclosure/Authorization bypass) trong Microsoft 365 Copilot

- Pénh gia mtc d6 nguy hiém: R4t cao (diém CVSS: 9.3/ 10).

- M6 ta k¥ thuat:

+ L3 héng phét sinh tir co ché xu ly yéu cau va kiém soét phén quyén trong
Microsoft 365 Copilot khi hé¢ théng tong hop dit ligu tir nhiéu ngudn khac nhau.
Trong mét sb trudng hop, Copilot khong kiém tra ddy ¢t pham vi quyen truy cép

trude khi tra 161 truy van ctia nguoi ding, khién théng tin nhay cam c6 thé bi tiét 16
vuot ngodi quyén cho phép.

+ Tinh huong khai thac: Tin tic trudc tién x4m nhap vao mdi trudng hé théng
véi quyén han thap (tai khoan guest, cac tai khoan bi 16 ma tin tac khai thac dugce),
tai 1én mdi trudong chung ctia hé thdng (Sharepoint, Onedrive, Teams ding chung)
tai liéu dugc tao 14p chira ndi dung dugc thiét ké dic biét (cd thé anh huong dén
cach Copilot thu thdp va tong hop dit ligu), sau d6 truc tiép truy van Copilot bing
cac cau hoi c6 chu dich yéu cau ccung cap dit liéu nhay cam. Do 101 kiém so4t phan
quyen Copilot trong qua trinh téng hop céu tra 18 c6 thé truy xudt théng tin tir cac
nguén ma tai khodn do 1& ra khoéng dugc phép xem, dan dén ro ri dir lidu.

- Phién ban anh hudng: Céc hé théng, moi trudng co trién khai Microsoft 365
Copilot.

- Khuyén nghi: Khén truong cép nhét, 4p dung ban va do Microsoft phat
hanh: https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-24307.
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1.6. CVE-2026-21264 — L6 hong chiém quyén tii khoin trén Microsoft
Account.

- Béanh gi4 mic d6 nguy hiém: R4t cao (diém CVSS: 9.3/ 10).

- M6 ta k¥ thuat:

+Lb hong phét sinh tlr sai sot trong co ché xac thuc va quan ly phién dang
nhap ctia hé théng Microsoft Account. Trong mot s tinh hudng xtr ly dang nhap
hodc duy tri phién lam viéc, hé thong khong kiém tra diy du tinh hop 1€ cia yéu
ciu va trang théi phién, tao ra k& h¢ dé ké tan cong chiém quyén truy cap tai khoan.

No6i mét cach don gian, co ché bao vé phién dang nhap chua du chit che, khién tin
tic c6 thé loi dung dé gia mao hodc chiém quyén phién cua nguoi dung hop phép.

+ Tinh huong khai théc: Tin tic c6 thé loi dung 15 héng dé thuc hién mot
cudc tin cong chiém quyen _phién déng nhap (session hijacking) vao hé thong
Microsoft Account, cu thé ddi tugng chuén bi mét trang web hodc dich vu trung
gian dugc xay dung nhim khai thac sai s6t trong co ché xac thuc. Khi nguoi dung
truy cap va dang nhap Microsoft Account qua mdi trudng nay, session token hop
1& ¢6 thé bj ro ri hodc bi chiém doat. Sau do, tin tac str dung token nay dé gia mao
nguoi dung va truy cép trai phép vao tai khoan ma khong can mat khau. Khi da
chiém duoc phién déng nhép, tin tic 6 thé truy cip email, dif liéu dém may va cac
dich vu lién két véi Microsoft Account, tir d6 mé rong xam nhap vao hé thong
thong tin.

- Phién ban &anh hudng: Nguoi dung Microsoft Account trén pham vi rong.

- Khuyén nghi: Khén truong cap nhat, 4p dung ban va do Microsoft phat
hanh: https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-24307

2. L6 hong biao mat phin mém trén hé diéu hanh Linux

CVE-2026-24061 — L6 héng bio mit nghiém trQngAuthemtication Bypass

- Panh gid muc d6 nguy hiém: Rat cao (diém CVSS: 9.8/10).

- M6 ta k¥ thuat:

+ L3 hong cho phép vuot qua xac thuc tir xa (Remote Authentication Bypass)
trong dich vu telnetd ctia bd cdng cu GNU Inetutils. Cu thé, ké tAn cong c6 thé khai
thac thong qua bién moéi trudng USER. Bang cach gui mot gid tri dic biét nhu -f
root cho bién moi truong nay khi két ndi, ké tan cong co thé danh lira hé thong dé
dang nhap truc tiép véi quyén root ma khong can cung cap mat khau Lbi nay phat
sinh tir viéc xu ly tham s6 dau vao khong an toan trong ma nguon cua telnetd. Cho

phép ké tan cong dang nhap vao hé théng ma khong can mat khau, tham chi chiém
quyén quan tri ciia may chu

- Phién ban anh huéng: Tt ca cac phién ban GNU Inetutils cho dén 2.7. Trén
Ubuntu, cac phién ban bi anh hudng bao gdm: Ubuntu 25.10 (Questing); Ubuntu
24.04 LTS (Noble); Ubuntu 22.04 LTS (Jammy); Ubuntu 20.04 LTS (Focal) va
cac ban cfi hon (dang dugc danh gia).

- Khuyén nghi:
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+ Cép nhét ban va: Nang cép goi inetutils-telnetd 1&n phién ban méi nhét da
dugc stra 16i (vi du: trén Ubuntu 24.04 13 2:2.5-3ubuntud4. 1).

+ Ngung str dung Telnet: Do Telnet khéng mé hoa dit li¢u va co thiét ké
khong an toan, khuyén nghi thay thé hoan toan bang SSH.

3. L6 hong bao mat trén trinh duyét Chrome

3.1. CVE-2025-13630 — Type Confusion trong V8 JavaScript Engine —
L6 héng thwe thi ma tiv xa trong wrng dung trinh duyét Chrome.

- Pénh gid muc d6 nguy hiém: Cao (diém CVSS: 8.8/ 10).

- Mo ta k¥ thuét:

+ L3 héng nay xuét phat tir Type Confusion trong V8, thanh phan xu ly
JavaScript cua Google Chrome. Kiéu “Type Confusion” xay ra khi trinh bién dich
nham 14n kidu ddi tuong trong qua trinh x1 ly, dan to1 truy cdp bd nhd sai vi tri va
c6 thé gay heap corruption. Khi heap bi héng, ké tin cong c6 thé loi dung dé chay

ma tuy y trong ngit canh trinh duyét nguoi dung. Pay 1 16i thuoc CWE-843 - 15i
truy cép tai nguyén véi kiéu dit lidu khong tuong thich.

+ Tinh huong khai thac: Tin tic tao mét trang web chira HTML/Javascript
dic biét thiét ké dé khai thac 15i type confusion. Khi nguoi dung mé trang web nay
trong Chrome cii, V8 xur ly doan mé bi 16i, dan dén heap bi hong va cho phép ma
doc dugce thuc thi ngay trong tién trinh trinh duyét. Két qua c6 thé 1a cookie va
thong tin dang nhép tai khoan web bi dénh cép, trinh duyét bi chiém quyén, hoic
ma doc tlep tuc duogc tai xuong

- Phién ban anh hudng: Google Chrome phién ban trudc 143.0.7499.41.

- Khuyén nghi: Cap nhét Google Chrome 1én phién ban 143.0.7499.40/41
hodc méi hon, phién ban di v4 16i nay.

Link ban va: https://chromereleases.googleblog.com/2025/12/stable-
channel-update-for-desktop.html

3.2. C VE-2025-13631 — Inappropriate Implementation — Lé hong leo
thang diic quyén cuc b trong Google Updater

- Bénh gia mtic d6 nguy hiém: Cao (diém CVSS: 8.8/ 10).

- MO ta k¥ thuat:

+ L& héng nay bt ngudn tir viée Google Updater, thanh phém thuc hién cédp
nhat cho Google Chrome, xtt Iy khéng pht hop céc dit liéu khi kiém tra hodc ap dung

ban cép nhat. Dleu nay dan téi kha nang leo thang déc quyén cuc bd néu file dugc
thao tiing béi ké tan cong (quyén thdp lén quyén cao).

+ Tinh hubng khai thac: Trong mot méi trudng mang khong an toan, tin tac
theo ddi luu luong cép nhét Chrome va chin két ndi t6i server cép nhat that. Sau do
cung cip mot ban cép nhat gia qua dudng din mang. Do 15 hong kiém tra tinh toan
ven, Google Updater chép nhén va chay ban cép nhat gia. Piéu nay cho phep ma doc
chay vdi quyén cao hon trén may nan nhan, c6 thé cai ma doc, cOng cu gian diép
hodc lam tién dé cho céc budc tAn cong tiép theo.
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- Khuyél} nghi: Cap nhét lén Chrome phién ban 143.0.7499.40/41 hoic phién
ban méi hon dé loai bo 16i trong Updater.

Link ban va: https://chromereleases.googleblog.com/2025/12/stable-channel-
update-for-desktop.html

2.3. CVE-2025-13633 — Use-After-Free — Lé h(’;ng thue thi ma tir xa trong
Digital Credentials ciua Chrome

- Dénh gia mirc d6 nguy hiém: Cao (diém CVSS: 8.8/10).
- M6 ta k§ thuat:

+ L&i nay 1a kiéu use-after-free (tiép tuc sir dung mot ving nhé da bi gidi
phong) trong module Digital Credentials (b6 phdn quan Iy cdc thong tin dang nhdp
s6 nhu passkey va xdc thuc web). Loi xay ra khi trinh duyét tiép tuc truy cdp mot
vung nh¢ da duogc giai phong, [am sai 1éch ciu trac bd nhé (heap corruption). Tinh
trang nay cé thé bi tin téc lgi dung dé chén va thuc thi ma tuy y trong tién trinh trinh
duyét.

+ Tinh hubng khai thac: Ké tén cong gui email hodc tao trang web chira
HTML dugc thiét ké dé kich hoat 13i use-after-free khi Chrome xir Iy thong tin xac
thuc s (Digital Credentials). Khi ngudi dung truy cap lién két nay trong trinh duyét
cli, heap bi hdng va mi do ké tin cdng chén san chay, co thé dan t&i o ri mat khau
s6 hodc chiém doat thong tin dang nhép vao tai khoan web.

- Khuyén nghi: Cép nhat 1én Chrome phién ban Chrome 143.0.7499.40/41
hoac méi hon.

Link ban va: https://chromereleases.googleblog.com/2025/12/stable-
channel-update-for-desktop.html

2.4. CVE-2026-1504 — L6 hong bio mgt ton tai trong API Background
Fetch cua trinh duyét Google

- Panh gid murc d§ nguy hiém: Trung binh (diém CVSS: 6.5/10).

- M6 ta k¥ thuét: L6i ndm & viée trién khai khong phu hop (Inappropriate
implementation) trong Background Fetch API. K¢ tin cong c6 thé tao mot trang
web ddc hai dé vuot qua chinh sach dong ngudn (Same-Origin Policy), tir d6 ro ri
hodc danh cép dit liéu (nhu cookies, token) tir cac tab/trang web khac ma ngudi
dung dang mé. Nguy co cao vé viée xam pham quyén riéng tu va dit lidu phién [am
viéc cua nguoi dung,.

- Phién ban anh huong: Céc phién bian Google Chrome trudc
144.0.7559.110. L6 hong nay ciing anh huong dén cac trinh duyét khac st dung
nhan Chromium.

- Khuyén nghi: Nang cép trinh duyét 1én phién ban 144.0.7559.110 hodc méi
hon.

2.5. CVE-2026-0899 - L6 hong truy c@p b nhé ngodi pham vi (Out-of-
bounds memory access) trong cong cu V8 JavaScript engine ciia Google Chrome

- Béanh gid mic d6 nguy hiém: Cao (diém CVSS: 8.8/10).
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- Mo taky thuat Ké tin cdng tlr xa c6 thé Itra nguoi dung truy cdp vao mot
trang HTML duoc céu triic dic biét dé khai thac 15i tham chiéu bd nhd (object
corruption). Diéu nay dan dén viéc doc hodc ghi dit liéu trai phép vao bo nhd, cho
phép thue thi ma ddc tir xa trong trinh duyét.

- Phién ban anh hudéng: Cac phién ban Google Chrome trudc 144.0.7559.110

- Khuyén nghi: Nang cAp trinh duyét 1én phién ban 144.0.7559.110 hodc méi
hon.

2.6. CVE-2026-0900 - L6 hong trién khai khong phit hop (Inappropriate
implementation) trong cong cu V8 JavaScript engine.

- Panh gia mac d§ nguy hiém: Cao (diém CVSS: 8. 8/10).

- Mb ta k¥ thuat: Ké tdn cong tir xa c6 thé lira nguoi dung truy cép vao mot
trang HTML duoc chudn bj dic biét dé khai thac 15i object corruption (xdm pham
céu tric d6i tugng). Viéc khai thac thanh cong cho phép ké tan cong thyc thi ma

doc trong bd nhd, c6 kha niang dan dén viéc chiém quyén diéu khién trinh duyét
hoéc truy cép dit liéu nhay cam.

- Phién ban anh huéng: Cac phién ban Google Chrome trude 144.0.7559.59

- Khuyén nghi: Nang cap Google Chrome 1én phién ban méi nhit (khuyén
nghi tir 144.0.7559.110 tré 1én).

2.7. CVE-2026-0901 - L6 hong doc bo nho ngoai pham vi (Out-of-bounds
Read) trong thanh phéan xi Iy tép tin da phwong tién hodc do hoa ciia Chrome

- Panh gia muc d6 nguy hiém: Cao (diém CVSS: 8. 1/10).

- M6 ta k§ thuat: Ké tAn cong c6 thé lira nguoi dung mé mot tép tin hodc truy
cap trang web chtra ndi dung da phuong tién duoc cau tric dic biét dé budc trinh
duyét doc dif li¢u tir cac ving nhé nhay cam khong dugc phép. Diéu nay c6 thé din
dén viéc ro ri thong tin bo nho hé thng hodc gay ra tinh trang treo trinh duyét
(DoS), tao tién d& cho cac cudc thn cong vugt rao bao mat (bypass) tiép theo.

- Phién ban anh hudng: Céc phién ban Google Chrome trudc 144.0.7559.59

- Khuyén nghi: Nang cap Google Chrome lén phién ban méi nhat (khuyén
nghi tir 144.0.7559.110 tr¢ [én).

4. L6 hong bao mat khac

4.1. CVE-2026-20119 - L5 héng bio mit ton tai thiét bi mang Cisco.

- Banh gi4 mtrc d6 nguy hiém: Rét cao (diém CVSS: 9.8/ 10).

- M6 ta k¥ thuat: Lo héng ndm & hé théng con xur ly van ban (Text Rendering
Subsystem) ctia phan mém Cisco TelePresence CE va Cisco RoomOS. Lai phat
sinh do viéc kiém tra dir liéu dau vao khéng day du (Insufficient Validation). K¢é
tAn cong tir xa, khong can xac thuc, c6 thé gui cac yéu cau chtra vén ban dugc ché

tao dac biét (vi du: mét 16i mdi hop gia mao). Khi thiét bi cb gang hién thi vin ban
nay, hé théng sé& bi 13i va tu dong khéi dong lai (reload), gdy ra tinh trang. Tl choi
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dich vu (DoS). bang chu y la cude tan cong khong yéu cau bat ky su tuong tac nao
tir ngudi ding (khong can nguoi dung chép nhan 16i moi hop).

- Phién ban anh hudng: Cisco TelePresence Collaboration Endpoint (CE)
Software. Cisco RoomOS Software (ca trién khai On-premises va Cloud). Céc
phién ban 10, 11 va cli hon déu ndm trong dién anh huong.

- Khuyén nghi: Cap nhat phan mém, ddi voi qthié’t bi On-premises (ning cip
1én phién ban 11.27.5.0 hoac 11.32.3.0); doi véi trien khai Cloud (Cép nhét 1én ban
phat hanh RoomOS October 2025 hodc RoomOS December 2025).

4.2. CVE-2026-1642 - L6 hong bio mit ton thiét mang F5 NGINX
- Panh gia mic d6 nguy hiém: Cao (diém CVSS: 8.2/10).

- M6 ta k¥ thuat: LS hdng nam trong NGINX OSS va NGINX Plus khi dugc
cAu hinh 1am proxy cho céc méay chu thuong ngudn (upstream) st dung giao thirc
TLS. L6i nay thudc loai chdp nhan dit lidu khong tin cay di kém dir liéu tin cay.
Mot ké tAn cong & vi trf trung gian (Man-in-the-Middle - MITM) gilta NGINX va
maéy chu thuong nguén cé thé chén céc dir liéu van ban thuan tay (plain text) vao
phan hoi tir may chi thuong ngudn trude khi né duge gui tdi khach hang (client).
Diéu nay cho phép ké tén cong gia mao hoic thay d6i noi dung phan héi ma ngudi
dung nhan dugc.

- Phién ban anh hudng;:

+ NGINX Plus: Cac nhanh tir R32 dén R36 P1.

+ NGINX Open Source: Cac phién ban tir 1.3.0 dén 1.29.4.
+ NGINX Ingress Controller: Phién ban 5.x (5.0.0 - 5.3.2).
+ NGINX Gateway Fabric: Phién ban 2.x (2.0.0 - 2.4.0).

- Khuyén nghi: Cép nhat phan mém:

+ NGINX Plus: Nang cép [én R36 P2, R35 P1, hodc R32 P4.
+ NGINX Open Source: Nang cép lén 1.29.5 hogc 1.28.2.

+ NGINX Ingress Controller: Nang cap 1én 5.3.3.

4.3. CVE-2026-0755 - L6 héng bio mdt irng dung Gemini MCP Tool
- Danh gia mtc d6 nguy hiém: Rét cao (diém CVSS: 9.8/10).

- M6 ta k¥ thuat: L6 hong bat ngudn tir cach Gemini MCP Tool trién khai
phuong thuc execAsync. Ham nay duge str dung dé thuc thi cac 1énh hé thong theo
co ché bat dong bo, nhung lai khong kiém tra va lam sach day du dir liéu dau vao
do nguot dung cung cap. L& hong nay cho phép ke tan cong tir xa thyuc thi ma tuy
y trén hé théng muc tiéu ma khong can xéc thuc hay tuong tac tir phia nguoi ding.

- Phién ban anh huong: T4t ca cac phién ban gemini-mcp-tool dang luu hanh
tinh dén thang 1/2026.

- Khuyén nghi: Vi day la 16 héng Zero-day chua cé ban va, ban nén thuc
hién cac bién phap phong vé cap bach sau:
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+ C0o 1ap mang ngay 14p tirc: Ngit két ndi hodc han ché téi da vi€e truy cép
cong cu nay tir mang Internet cong cong.

+ Thiét 14p Access Control: Chi cho phép truy cép tir cac mang noi bd tin cay.

+ Can nhic giai phap thay thé: Xem x€ét viée tam ngung str dung hodc chuyén
sang cdng cu khac cho dén khi nha cung cAp tung ra ban va 16i.

4.4. CVE-2026-20803 - L6 héng bio mt ton tai SOL Server
- Dénh gia mtc d6 nguy hiém: Cao (diém CVSS: 7.2/10).

- M6 ta k§ thuat: L5 héng thiéu xé4c thuc cho chirc nang quan trong (Missing
Authentication for Critical Function ). Ldi nay cho phép mét ké tAn cong da duogc
xéc thuc (v6i quyén han cao - PR: H) c6 the khai thac qua moi truong mang dé thuc
hién cac chirc ning nhay cdm ma khéng can trai qua cac bude kiém tra danh tinh
b sung. Dleu nay dan dén kha ning leo thang dic quyén (Privilege Escalation),

cho phép ké tan cong kiém soat hoan toan tinh toan ven va tinh bédo mét cla co s&
dit liéu.

- Phi€én ban anh huong: Cac phién ban SQL Server 2022 duéi 16.0.1165.1.

- Khuyén nghi: Cép nhét ngay ban va KB5073031 (dua SQL Server 2022
1én ban build 16.0.1165.1). Han ché quyén sysadmin, chi cap cho nhan sy thuc sy
can thiét va gidm sét chit ch& cac 1énh thyc thi hé théng.

Nham dam bao an toan thong tin cho hé théng théng tin gép phan bao dam an
toan cac co quan, don vj trén dia ban tinh, Cong an tinh dé nghi lanh dao cac don vi
tlep tuc chi dao ra soat, kip thoi cép nhét, va 16i hé théng néu phat hién ton tai céc 16
héng trén, ting cudng trién khai cac bién phap gidm sat lién tuc cac hé thng thong
tin, phét hién sém céc dau hiéu bat thuong, tin cong mang. Trong qua trinh thuc hién
néu c6 khé khin, vuéng méc kip thoi lién hé Cong an tinh (qua Phong An ninh mang

va phong, chong ti pham sir dung coéng nghé cao, sé dién thoai 088.830. 9485) dé
duoc hd tro.

pé nghi cac déng chi quan tam chi dao thuc hién@

Noi nhin:

- Nhu trén;

- UBND tinh (béo céo);
- Phong Tham muu;

- Luu: VT, ANM.
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