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Kinh gui:
- Uy ban Mit tran T quéc Viét Nam tinh;
- Van phong Tinh Gy, vdan phong UBND tinh;
- Van phong Poan DPBQH va HDND tinh;
- Céc 6, ban nganh va hoi doan thé tinh;
- B6 Chi huy Quén sy tinh; Toa 4n nhan dan tinh;
- Vién Kiém sat nhan dan tinh; Thi hanh an dén sy tinh;
- Bao hiém x3 hoi tinh; Cang vu Hang hai Quéng Ngi;
- Théng ké tinh; Thué tinh Quang Ngéi;
- Kho bac Nha nuéc khu vuec XV;
- B4o va Phat thanh, Truyén hinh Quang Ngai;
- UBND cac x4, phuong, Bac khu Ly Son.
- Cac Truong: Dai hoc Pham Vian Dong, Cao ding Kon
Tum, Cao dang Viét Nam - Han Quéc - Quang Negai,
- Cong ty CP Loc héa diu Binh Son; Truyén tai dién
Quang Ngdi; Dién luc Quang Ngii,

Qua cong tac bao dam an toan théng tin, an ninh mang trén dia ban tinh,
luc luong An ninh mang va phong, chéng t6i pham sir dung cong ngh¢ cao phat
hién 02 16 hong bao méat dic biét nghiém trong anh _huéng dén hoat dong cua hé

thdng théng tin cta céc co quan Dang, Nha nuéc, t chirc, doanh nghiép trén dia
ban tinh (¢6 Phuc luc kem theo):

(1.5 héng trong nén tang ASP.NET Core (14 cong nghé ma ngudn mé pho
bién dugc st dung dé x4y dung céc website va dich vu truc tuyén trén khong gian
mang) c6 mé dinh danh CVE-2025-55315 véi diém CVSS 9,9/10; cho phép ké
tdn coéng khai thac k§ thuat HTTP Request Smuggling, khién hé théng xtr ly sai
1&ch céac yéu cdu HTTP va v6 hiéu hoa céc co ché bao mat;

) L& hong trong nén tang DotNetNuke (14 nén tang quan tri ndi dung va
xdy dung céc Umg dung website) c6 mi dinh danh CVE-2025-64095 véi diém
CVSS 10/10; cho phép tai tap 1én ma khéng cin xéac thuc trén nén tang quan ly
ndi dung, anh hudéng céac phién ban truée 10.1.1. L8 héng ndm & trinh soan thao
HTML méc dinh, noi kiém tra va x4c minh viéc tai tap chua duoc thuc hién ding
cach, cho phép ké tAn cong tai cac tdp doc hai hodc ghi d¢ 1én cac tdp quan trong
trén hé thong ma khong can théng tin dang nhap.

_ Vo1 kha nang khai thac 16 hdng bao mét va mic do ing dung phd bién cua
céc nén tang ASP.NET Core, DotNetNuke trong céc hé thong thong tin d& dang
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tiém 4n nguy co dé tin tac loi dung 16 hong bao méat thuc hién tén cong mang vao
cac hé thong théng tin quan trong cua co quan Pang, Nha nudc, t6 chtrc, doanh

nghiép hodc thyuc hién cac hanh vi xdm pham an ninh qudc gia, trat tu an toan xa
hoi.

Nhim bao dam an toan thong tin, an ninh mang cho hé thdng théng tin cia
cac co quan Déang, Nha nudc, td chirc, doanh nghiép trén dia ban tinh, Céng an
tinh dé nghi lanh dao cac co quan, don vi chi dao thuc hién:

1. Kiém tra, ra soat va xac dinh céc 16 hong bao mat trong hé thdng thong
tin; khan truwong trién khai thuc hién gidi phap khic phuc, xt ly theo cac khuyén
nghi tai Phuc luc kém theo.

2. Tang cuong giam sat va sdn sang phuong an xur ly khi phat hién c6 du
hiéu bj khai thac, tin cong mang; dong thoi thuong xuyén theo ddi kénh canh béo
kip thoi ctua cac co quan chirc nang va cac t6 chtrc 16n vé an ninh mang dé phat
hién kip thoi cac nguy co tan cong mang.

3. Trong trudong hop phat hién dau hiéu tin cong mang khai thac 16 hong
bao mat trén, dé nghi cac don vi lién hé Cong an tinh (qua Phong An ninh mang
va phong, chong toi pham sir dung cong nghé cao, dién thoai: 0888.309.485, thu
dién tir: anm-ca@quangngai.gov.vn) dé bao cdo su cb va dugc huéng dan hd tro.

Pé nghj cac ddng chi quan tam chi dao thuc hién/#Z

Noi nhan: Ig'il‘ "GIAM DOC
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- Nhu trén;
- Giam déc Céng an tinh (bao cao), /
- Cong an cac don vi, dja phuong; I/
- Luu: VT, ANM.

HO GIAN




PHUC LUC
THONG TIN VE CAC LO HONG PAC BIET NGHIEM TRONG
CVE-2025-53770 VA CVE-2025-64095
(Kém theo Cong vin sé 31I0/CAT-ANM ngay1¥ /11/2025 ciia Céng an tinh)

Tai liéu lwu hanh ndi bd

1. L3 hong bio mit trén nén tang ASP.NET Core (CVE-2025-55315)
- L6 hong mang ma dinh danh CVE-2025-55315.

- Piém CVSS: 9,9/10.

- Mtrc d6: Dac biét nghiém trong.

- M5 ta 16 héng:

+ HTTP Request Smuggling khai thac sy khac biét trong cach proxy, load
balancer va mdy cht backend hiéu tiéu chuidn HTTP. Khi cic tiéu d& nhu
Content-Length va Transfer-Encoding méau thuan tung 16p c6 the dlen giai
luong dir liéu khéc nhau, tao co hoi cho ké tAn cong gidu mot yéu ciu 4n trong
ludng hop 18. Trong ha tang hién dai, noi CDN, proxy va nhiéu 16p can bang tai
cing tham gia dinh tuyén, mot yéu ciu bi “smuggle” c6 thé truot qua cac 16p
trung gian va cham t6i logic tmg dung ma kho phat hién qua log, bién 16i tang
vén chuyén thanh ctra hau trén tang tng dung.

+ L3 hong nay dic biét nguy h1em vi khéng yéu cau quyén truy cip hay
tuong tac tir nguoi dung, cho phép ké tin cong tur dong hoa khai thac trén dién
rong. Nhimng t6 chirc xir Iy dit liéu nhay cdm nhu ngan hang, bénh vién hay co
quan quan ly thong tin c4 nhan tré thanh muc tiéu hang dau, béi mét 1an tn
cong thanh cong c6 thé dén dén ro ri dit liéu, chiém doat phién nguoi dung hodc
leo quyén quan tri.

- Khuyen nghi: Kiém tra, ra soét va xac dinh 15 héng trong cac giai phap
sir dung nén tang ASP.NET Core. Thyuc hién c4p nhit ban v4 bao mat cho céc
may bi a&nh huéng theo huéng dan ctia Microsoft
(https.://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-55315)

2. Ld hong bio mat trén nén ting DotNetNuke (CVE-2025-64095)
- L) hong mang mé dinh danh CVE-2025-64095.

- Piém CVSS: 10/10;.

- Muc do: Dac biét nghiém trong;.

- M6 ta 16 hong:
+ L3 héng phép tai tdp 1én ma khong can xac thyc trén nén tang quan ly

ndi dung web phd bién DotNetNuke phién ban trude 10.1.1. L3 héng ndm &
trinh soan thio HTML mic dinh, noi kiém tra va xdc minh viéc tai tap chua
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dugc thuc hién ding cé4ch, cho phép ke tAn cong tai cac tdp doc hai hoac ghi de
1én céc tap quan trong trén hé théng ma khong can thong tin dang nhép.

+ Ké thn cong c6 thé thay do1 giao dién website (defacement), chén cac
ma ddc hodc thue hién cic cudc tAn cong Stored Cross-Site Scripting (Stored-
XSS), dan t6i mét kiém soat noi dung va anh huéng nghiém trong dén nguoi
dung cubi.

+ Ubc tinh sb lugng may chu két ndi Internet va st dung DotNetNuke cé
thé bj anh huéng trén toan cau dao dong tir khoang 15.000 dén 18. 000. Tai Viet
Nam c6 khoang 400-500 m4y chu cong khai trén Internet sir dung nén tang nay.
Trong d6 hon 50% 1a cac méy chi dang duoc trién khai trong cac co quan, don
vi nha nude.

+ Céc hé théng dé bi tén thuong thuong la cdc trang thong tin cong khai,
céc cong truy cap khéach hang, ddi tac, hé thdng nodi bd cong khai ra bén ngoai,
hodc céc phién ban DotNetNuke cii duoc luu trit trén ha tng khong dugc quan
ly chat ché.

- Khuyén nghi: Mic du chua c6 béo céo vé viéc khai thac rong rii 16 héng
nay, nhung do tinh chét d& khai thac va da ¢ nhiéu hoat dong quét trén dién
rong nhim xac dinh céc hé thong dé bi tén thuong, moi té chirc c6 hé thong
DotNetNuke chua dugc va can ddc biét canh gidc va xtr ly nhanh chéng dé ngin
nglra nguy co' bi tan cong. Kiém tra, ra sodt va xac dinh 16 hdng trong cac giai
phép st dung nén tang DotNetNuke. Thuc hién cép nhét ban va bao mat 1én
DotNetNuke 10.1.1 trd 1én./. \w(/
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