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Kinh gui:

- Uy ban Mt tran T quéc Viét Nam tinh;

- Van phong Tinh ty, UBND tinh,;

- Van phong Poan PBQH va HDND tinh;

- Céc s8, ban nganh va hoi doan thé tinh;

- B6 Chi huy Quén su tinh; Toa an nhin dan tinh;

- Vién Kiém st nhan dan tinh; Thi hanh &n dan sy tinh;

- Bao hiém x4 héi tinh; Cang vy Hang hai Quang Ngai;

- Théng ké tinh; Thué tinh Quang Ngii;

- Kho bac Nha nudc khu vue XV;

- B4o va Phét thanh, Truyén hinh Quang Ngi;

- Cac Truong: Dai hoc Pham Vin Déng, Cao déng Kon
Tum, Cao ding Viét Nam - Han Qudc - Quang Ngi;

- Cong ty CP Loc héa dau Binh Son; Truyén tai

dién Quang Ngai; Pién luc Quang Ngai;

- UBND cac xa, phuong, Pac khu Ly Son.

Trong thang 10/2025, Cuc An ninh mang va phong, chéng t6i pham sir dung
cdng nghé cao - Bo Céng an da thuc hién phan tich va tong hop dbi véi 11 15 héng
bao mat nghiém trong anh huong dén hé thong thong tin cla Viét Nam (7ai liéu
luu hanh noi bg). Trong d6 c6 07 16 hong bao mat cé murc d6 rat nghiém trong, 03
16 hong bao mat nghiém trong, 01 16 hong bao mat mirc trung binh; 05 16 hdng da
cong khai POC, cu thé:

1. L6 hong bio mat trén hé diéu hanh ciia Microsoft

1.1. CVE-2025-55241 — L6 hong ndng cao ddic quyén trong Microsoft Entra
ID (trudc ddy la Azure Active Directory)

- MO ta:

+Diem CVSS: 10/10;

+ Muc d6: Critical,

+ L3 héng nay phat sinh tir vn dé khéng xac thuc dbi tuong gitta dich vu
kiém soat truy cap ASC cua Microsoft va Azure AD Graph API ¢, cho phép su
dung ma thong béo dé truy cip gifta céac tai khoan. Tin tic khi khai thac 13 héng
thanh cong c6 thé truy cép thong tin nguoi ding dugc luu trir trong Entra ID, chi

tiét nhom va vai tro, cai dit dbi tuong thué, quyén tng dung, thong tin thlet bi va
khoa BitLocker dugc ddng bd héa véi Entra ID ma khong dé lai bat ky déu vét nao.
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- Phién ban anh huong: L hong anh huéng dén tat ca phién ban Azure AD
Graph.

- Khuyén nghi: Microsoft dd xac nhan 16 hong va khuyén céo quan tri vién
nén dam bao cac bén thué ctia minh da nhan duoc ban cap nhat cia Microsoft va
x6a hogc thay thé bat ky phan phu thude nao con lai trén Azure AD Graph bang
Microsoft Graph. Ngoai ra, khong can thuc hién thém hanh dong nao. Thong tin
chi tiét ban cép nhat: https://msrc.microsoft.com/update-guide/vulnerability/CVE-

-Lb héng chua c6 PoC cong khai.

1.2. CVE-2025-59230 — L6 hong nang cao dédc quyén ciia Windows Remote
Access Connection Manager.

- M6 ta:

+ Piém CVSS: 7.8/10;

+ Muc do: High;

+ L6 hong kiém soat tr uy cap khéng dung cach trong Windows Remote
Access Connection Managel - dich vu c6t 16i cia Windows giip quén ly cac két
ndi quay sb va Mang riéng 4o (VPN), cho phép may tinh cua ban két ndi an toan

vol cac mang tir xa. Cho phép tin tic nang cao dic quyen cuc bd. Khi khai thac
thanh coéng 16 hong, tin tic c6 thé gianh duoc dic quyén hé thong.

- Phién ban anh huong: 1.6 hong anh huong dén Windows 10 Version 1809
tr 10.0.17763.0 dén trude 10.1.17763.7919. Windows 11 version 22H2 tir
10.0.22621 0 dén trude 10.0.22621.6060.

- Khuyén nghi: Microsoft khuyen cao nguoi dung nén 4p dung ban va do
Microsoft phat hanh, néu chua thé cép nhat c6 thé lam cac bude:

+ Han ché ACL dich vu RasMan: St dung sc sdset RasMan dé thuc thi
DACL.

+ Bat Credential Guard va Protected Process Light cho céc dich vu quan trong.
+ Trién khai AppLocker hoic WDAC dé chin cac tép thuc thi chua duoc ky.

Thong tin chi tiét: https://msrc.microsoft.com/update-
guide/vulnerability/CVE 2025-59230.

1.3. CVE-2025-55315 =16 /70}7g bo qua tinh nang bao mat trong ASP.NET
- M6 ta:

+ Diem CVSS: 9.9/10;

+ Muc d6: Critical;

+ Tin tac khai thac 16 hong c6 thé lam dung d am thdm vuot qua céc bién
phap k1em soat bdo mat va thuc hién cac hanh déng doc hai bing cach lén it dua
mdt yéu cau HTTP th hai vao ndi dung cua yéu cau duoc xac thuc ban dau.
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- Phién ban anh huéng: L6 héng anh hudng dén cac phién ban ASP.NET
Core truéc 10.0.0-rc.1.25451.107, ASP.NET Core truée 9.0.9, ASP.NET Core
trudce 8.0.20 va ASP.NET Core 2.X st dung g01
Microsoft.AspNetCore.Server.Kestrel.Core phién ban 2.3.0 tr& vé trude.

- Khuyén nghi: Microsoft khuyén céo ngudi dung dadm bao an toan cho g
dung ASP.NET bang cach:

+ Néu dang chay .NET 8 tr& 1én, hay cai d4t ban cap nhat NET tir Microsoft
Update, sau d6 khéi dong lai img dung hoic khéi dong lai may.

+ Néu dang chay .NET 2.3, ban phai cdp nhét tham chiéu géi cho
Microsoft. AspNet.Server.Kestrel.Core 1én 2.3.6, sau d6 bién dich lai Ung dung va
trién khai lai.

+ Néu dang chay mot Gng dung ddc 1ap/tép don, hdy cai dit ban cip nhat
NET, bién dich lai timg dung va trién khai lai.

Thoéng tin chi tiét: https://msrc.microsoft.com/update-
guide/vulnerability/CVE- 2025-55315.

- L6 héng c6 PoC: https://github.com/nickcopi/CVE-2025-55315-
detection- playground.

2. L hong bio mét phin mém trén hé diéu hanh Linux

CVE-2025-32463 — L6 héng chay lénh tiy ¥ dudi quyén Root trong tién ich
Sudo

- M6 ta
+ Piém CVSS: 9.3/10;
+ Murc do: Critial;

+ Ld hong nay cho phép tin téc leo thang déc quyén bang cach lra Sudo tai
mdt thu vién dung chung tiy y bang thu muc gbc do ngudi dung chi dinh théng
qua tuy chon -R(--chroot). Tin téc c6 thé chay cac 1énh tuy y véi tu cach root trén
céc hé théng hd trg /etc/nsswitch.conf,

- Phién ban &nh huong: L6 héng anh huong dén céc phién ban Sudo tir
1.9.14 dén trude phién ban 1.9.17pl.

- Khuyen nghi: Nha phat hanh khuyen cao nguoi dung cai dat phién ban
sudo m&i nht. Truong hop khong thé cai dt phién ban méi nén tranh st dung
tuy chon chroot, vi didu nay co the v0 tinh lam gidm tinh bao mét ciia moi trudng
néu khong duoc trién khai ding cach. Truy cap

https://www.sudo.ws/securitv/advisories/chroot_bug/ dé biét thém thong tin chi
tiét.

- L3 héng c6 PoC: https://github.com/prOv3rbs/CVE-2025-32463 chwoot.
3. L6 hong bao mét phin mém trén tuwong lira

CVE-2025-20363 — L6 hong RCE trong cdc ung dung tuong liia bao mdt
cua Cisco




- Mo ta:
+Piém CVSS: 9/10;
+ Mtrc d6: Critial;

+ L hong nay xuat phat tir viéc xac thyc khong dung di liéu dau vao do
ngudi dung cung cap trong cac yéu cau HTTP. Tin téc co thé khai thac 16 héng
nay bang cach g cac yéu cau HTTP dugc tao san dén mot dich vu web muc tiéu
trén thiét bi bi anh huong sau khi thu thap thém thong tin vé hé thng, vuot qua
cac bién phap giam thiéu khai thac, hodc ca ‘hai. Khi khai thac thanh cong co thé
cho phép tin tac thyc thi ma tuy y dudi quyén root, diéu nay co thé dan dén viéc
chiém quyén diéu khién hoan toan thiét bi bi anh hudng.

- Phién ban anh hudng: L hong nay anh huéng cic tng dung Secure
Firewall ASA, Secure Firewall Threat Defense FTD.

- Khuyén nghi: Cisco da phat hanh ban cap nhat phan mém dé giai quyét 18
hong nay va khuyen nghi khach hang nén nang cip 1én ban va 16i. Trong trudng
hop chua thé cép nhat, quan tri vién cé thé giam thiéu rii ro bang cach vo6 hidu
héa tat ca cac dich vu web VPN dua trén SSL/TLS, chang han nhu v6 hiéu héa
dich vu may khach IKEv2 va vo hi¢u hoa tat ca cac dich vu VPN SSL.

bé biét thém chi tiét:
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurity Advisory/c
isco-sa-http-code-exec-WmfP3h30.

- L& hong chua c6 PoC céng khai

4. L8 hong bao mit phan mém trén dich vu Web

4.1. CVE-2025-62168 — L6 hong ro ri thong tin xdc thue HTTP trong dich
vu tang toc luu lwong web Proxy Squid.

- Mb ta:

+ Diém CVSS: 10/10;

+Murc do: Critial;

+ L3 hong nay phat sinh do 16i khong bién tap thong tin xéac thuc HTTP
trong qud trinh x{r ly 161, c6 kha nang cho phép tin tic vuot qua cic bién phap bao
mat cua trinh duyét va thu thdp ma thong bao xac thuc hodc thong tin xac thuc
nhay cam dugc st dung boi cac may khach va iing dung phu tro dang tin cay.

- Phién ban anh huong: LS hong anh huodng dén céac phién ban Proxy Squid
tu 7.1 tro xudng.

- Khuyén nghi: Nha phét hanh thong béo 16 hong da duoc giai quyét hoan
toan trong Proxy Squid phién ban 7.2, phién ban nay trién khai tinh ning bién tap
théng tin xac thuc manh mé trong tat ca cac chue nang xu ly 16i. Ngoai ra nha phét
hanh cfing cung cip cic ban va truc tiép cho ngudi dung khong thé nang cip ngay

lap tac, thong tin ban va: https://github.com/squid-
Cache/squid/commit/0951a0681011dfca3d78c84fd7f1e19c78a4443f.
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- L8 héng chua ¢6 PoC cong khai.

4.2. CVE-2025-59681 — L6 héng SQL Injection nghiém trong trong python
Django.

- Mo ta:

+Biém CVSS: 9.8/10;

+ Mtic do: Critial;

+ L3 hong nay xay ra khi st dung mot tir dién duoc thiét ké phu hop véi
phin m& rong tir dién 1a **kwargs duoc truyén dén céac phuong thirc QuerySet bi
anh huéng (annotate(), alias(), aggregate() va extra()) cu thé trén co s¢ dir liéu
MySQL va MariaDB. Tin téc khi khai thac thanh céng c6 thé thao tung cac truy
van SQL, c6 kha néng dan dén ro ri dit lidu hodc lam hoéng dit liéu trong cac tng
dung Django chay trén co s& dit liéu bi anh hudng.

- Phién ban anh huéng: L6 hong anh hudng dén Django phién ban 4.2 dén
trude 4.2.25, tir 5.1 dén trude 5.1.13 va tir 5.2 dén trude 5.2.7.

- Khuyén nghi: Nha phét hanh Django di cong bd ban v4 cho tit ca cac
phién ban bi anh hudng: Django 4.2.25, Django 5.1.13 va Django 5.2.7. Nguoi
ding duge khuyén khich nang cip 1én cac phién ban v4 16i nay ngay lap tirc. Cac
ban stra 16i da dugc 4p dung cho nhénh chinh ctia Django, 6.0 (trang théi alpha),
52, 5.1 va 42. Théong tin chi tiét ban cdp  nhat:
https://www.djangoproject.com/weblog/2025/oct/0 1/security-releases/.

- L6 hong chua ¢6 PoC cong khai.
5. L5 hong bao mit phan mém trén dich vu Email

CVE-2025-59689 — L6 hong chén lénh tir xa Libraesva Email Security
Gateway.

- MG ta:
+ Piém CVSS: 6.1/10;
+ Mtc d6: Medium;

+ Tin tic c6 thé khai thac 18 hong bang cach chén 1énh c¢6 thé duoc kich
hoat béi mot email chira tép dinh kém nén dugce thiét ké déc biét, cho phép thuc
thi cac 1énh tiy y véi tu cach 14 nguoi dung khong c6 dac quyén. Diéu nay xay ra
do qua trinh quét file khong ding cach trong qua trinh x6a ma thuc thi khoi céc
tép trong mot s dinh dang luu trit nén.

- Phién ban anh huéng: L3 héng bao mat ndy énh huéng dén céc phién ban
Libraesva ESG bt dau tur phién ban 4.5 dén trudc phién ban 5.0.31.

- Khuyén nghi: Libraesva d phat hanh ban vé khan cép, tu dong cho tat ca
khach hang cai dit ESG 5.x va khong can thuc hién thao tac nao khac. Pdi véi
cac khach hang dang sir dung phién ban 4.x can cép nhat thu cdng theo huéng dan
chi tiét sau day: https://docs.libraesva.com/document/migration/libraesva-esq-4-x-
to-5-x-migration-guide/.




- L& hong chua c6 PoC cong khai.

6. L& hong bio mat phin mém trén trinh duyét

CVE-2025-11152 — L4 héng tram s6 nguyén gdy thodt khoi Sandbox trén
Firefox.

- M6 ta:

+ Diém CVSS: 8.6/10;

+ Muc do: High;

+ Lo hong nay cho phép thoat khoi sandbox thong qua 18i tran sb nguyén
trong thanh phan Graphics: Canvas2D, c6 thé dan dén cac hé qua bao mat nghiém
trong nhu truy cép dit liu nhay cam tur b nho, co thé doc/ghi ving nhé khac
(memory corruption), dan t6i tiét 16 dit liéu hodc thuc thi ma ddc.

+ Phién ban anh huong: L3 hdng anh hudng dén cac phién ban Firefox
143.0.3 trd xudng.

- Khuyén nghi: Mozilla da khic phuc 16 hong nay trong Firefox phién ban
143.0.3. Nguoi dung dugce khuyén céo nén cép nhat lén phién ban nay hodc phién
ban mé&i hon dé giam thiéu rii ro. Ban stra 16i da dugc tich hop vao nhiéu ban  phan
phdi Linux, trong d6 Ubuntu va Debian di cung clp céc goi cap nhat. Chi tiét ban
cap nhat: https://www.mozilla.org/en-US/security/advisories/mfsa2025- 80/.

- L8 héng chua cé PoC cong khai.
7. L8 hong bao mat khac

7.1. CVE-2025-41244 — L6 hong leo thang dic quyén cuc b trén Vmware
Aria Operations va VMware Tools.

- Mo ta:
+ Piém CVSS: 7.8/10;
+ Muc dé: High;

+ Tin tac khong co quyen phai quan tri vién trén May ao (VM) khach c6 thé
khai thac 16 héng nay dé chiém quyén root trén VM. Véan d& nim & logic cua
plugin service-discovery, co thé thuc thi cac tép nhi phén do tin tic kiém soat tur
cac duong dan co thé ghi nhu /tmp. Viéc khai thac yéu cau phai cai dat goi open-
vm-tools-sdmp va bat tinh nang guest service discovery.

_ Phién ban anh huong: L6 hong bao mat nay anh huéng dén cac phién ban:
+ VMware Cloud Foundation 4.x va 5.x;

+ VMware Cloud Foundation 9.xxx;

+ VMware Cloud Foundation 13.xxx (Windows, Linux);

+ VMware vSphere Foundation 9.xxx;

+ VMware vSphere Foundation 13.xxx (Windows, Linux);

+ VMware Aria Operations 8.X;
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+ VMware Tools 11.xx, 12.xx va 13.xx (Windows, Linux);

+ Nén tang dam may vién théng VMware 4.x va 5.X;

+ Co sé ha tAng dam mAy vién thong VMware 2.x va 3 x.

- Khuyén nghi: C6 hai cach chinh dé loai bo nguy co 15 héng bao mat ndy:

+ Tam thoi - VO hiéu hoa céc’tinh nang khérr} pha dich vu khach: V6 hiéu
hoa plugin servicediscovery trong céu hinh hodc bang cach chay lénh 'vmware-
toolbox-cmd config set servicediscovery disabled true' ro6i khéi dong lai hé thong.

+ Vinh vién - G& cai dit 'open-vm-tools-sdmp' roi khoi dong lai hé théng.
- L8 hdng c6 PoC: https://github.com/rxerium/CVE-2025-41244.

7.2. CVE-2025-11001 — L& hong cho phép thc thi md tir xa trong 7-Zip.
- M6 ta:

+ Piém CVSS: 9.8/10;

+ Murc do: Critial;

+ 15 héng nay cho phép tin téc tao ra cac tép ZIP ddc hai, khi dugc gidi nén
bang cac phién ban 7-Zip dé bi tan cong, c6 thé ghi cac t€p ra ngoai thu muc giai
nén. Lo hong chi c6 thé bi khai thac khi 7-Zip dugc chay vdi quyén Quén tri vién.

- Phién ban anh huong: L5 héng anh huéng téi cac phién ban 7-Zip tir 21.02
den 25.00.

- Khuyén nghi: Nha phat hanh théng bdo 16 hong dd duogc khéc phuc trong
phién ban 7-Zip V25.00. Ngudi ding dugc khuyén nghi nén nang cip 1én phién
ban méi nhét ngay 1ap tic do phdn mém khéng tu dong cdp nhat. Chi tiét hudng
déan cép nhat: https://www.7- zip.org/download.html.

- L3 héng c6 PoC: https:/github.com/shalevol3/Se7enSlip

Nhim dam bao an toan thong tin cho hé thong thong tin gép phan bao dam
an toan cac co quan, don vi trén dia ban tinh, Cong an tinh de nghi 1anh dao céc
don vi tiép tuc chi dao ra soat, cap nhat, va 15i hé théng, ting cudng trién khai céc
bién phap giam sat lién tuc cac hé théng théng tin, phat hién som cac dau hi€u bat
thudng, tAn céng mang. Trong qua trinh thuc hién néu cé kho khan, vuong méc kip
thoi lién hé Cong an tinh (qua Phong An ninh mang va phong, chéng téi pham sir
dung céng nghé cao, sé dién thoai 088.830.9485) dé duoc hd tro.

Pé nghi céac d@)ng chi quan tam chi dao thuc hién,Lé,,.

Noi nhin: K:T.‘QIAM DOC

- Nhu trén; ,

- UBND tinh (béo céo); /

- Giam doc Céng an tinh; { :
\

- Phong Tham muu;
-Luu: VT, ANM.
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