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Kinh gui:

- Uy ban Mit tran T quéc Viét Nam tinh;

- Vian phong Tinh tty, UBND tinh;

- Vin phong Doan DPBQH va HDND tinh;

- Céc s6, ban nganh va héi doan thé tinh;

- B6 Chi huy Quaén sy tinh; Toa 4n nhén dan tinh;

- Vién Kiém sat nhan dén tinh; Thi hanh 4n dén sy tinh;

- B4o hiém xa héi tinh; Cang vu Hang hai Quang Ngai;

- Théng ké tinh; Thué tinh Quéang Ngai;

- Kho bac Nha nuéce khu vuc XV;

- B4o va Phat thanh, Truyén hinh Quang Ngdi;

- Céac Trudng: Dai hoc Pham Van Dong, Cao ding Kon
Tum, Cao déng Viét Nam - Han Quéc - Quang Negii;

- Cong ty CP Loc hoa diu Binh Son; Truyén tai dién

Quang Ngii; Dién luc Quang Ngai;

- UBND céc x4, phuong, Déc khu Ly Son.

Trong thang 9/2025, Cuc An ninh mang va phong, chong toi pham st dung
cong nghé cao - Bd Cong an dé thuc hién phan tich va tong hop d6i v6i 11 16 hong
bao mat nghiém trong anh huong dén hé thdng thong tin cua Viét Nam (Tai liéu
luu hanh néi bg). Trong do, c6 03 16 hong bao mat c¢6 murc do rat nghiém trong; 06
16 hong bao mat nghiém trong; 02 16 héng bao mat mirc trung binh, cu thé:

1. L hong bao mat trén hé diéu hanh ctia Microsoft

1.1. CVE-2025-55232 - L3 hdng thuc thi ma tir xa cia Microsoft High
Performance Compute (HPC) Pack

- M6 ta:

+ Diém CVSS: 9.8/10;

+ Murc do: R4t nghiém trong;

+ L& hong bao mat d& dugc phat hién trong Microsoft High Performance
Compute Pack (HPC) lién quan dén viéc huy tuan tu hoéa dit liéu khong dang tin

cdy. L& hong nay cho phep tin tac thuc thi ma ty y qua mang, c6 kha nang dan dén
xam pham toan b hé thong.

- Phién ban anh huéng: L hong anh huéng dén go6i Microsoft HPC 2019
phién ban tir 1.0.0 dén 6.4.8352.

- Khuyén nghi: Microsoft da xir ly 16 hong nay trong ban cédp nhat Patch
Tuesday thang 9 nam 2025. Ban stra 15i nay ndm trong s6 80 15 hdng bao mat khéc
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da dugc va trong cling ban phat hanh. Cac t6 chirc duge khuyén céo nén 4p dung
ban cidp nhdt bao mat ngay lap toc. Thong tin chi tiét:
https://msrc.microsoft.com/update-quide/vulnerability/ CVE-2025-55232.

- L& hong chua c¢6 PoC cong khai.

1.2. CVE-2025-54914 - L5 hong nang cao dic quyén ctia Microsoft Azure
Networking

- Mo ta:

+ Diém CVSS: 10/10;

+ Mc d6: Rat nghiém trong;

+ L6 hong do API “GetRouteTable” cta dich vu Mang Azure cho phép may
khach c6 quyén doc trén mang 4o tao cac “routing” mo1 bén trong cung mot
mang con ma khdng can xac minh xem ngudi goi ¢6 duoc Uy quyén cho hanh dong
d6 hay khong. Dan dén viéc leo thang dic quyén cho phép tin tic kiém soat hoan
toan cac tai nguyén mang Azure ma khong can bat ky tuong tac nao clia nguoi
dung.

- Phién ban anh hudng: L6 hong anh hudng dén tat ca phién ban Windows
co dich vu mang Microsoft Azure.

- Khuyén nghi: Microsoft khuyén cdo ngudi dung nén ap dung ban va do
Microsoft phét hanh vao ngay 05/9/2025 dé bo sung tinh nang kiém tra dic quyén
rd rang bén trong duong dan API “GetRouteTable”. Hodc ¢6 thé ciu hinh Azure
Monitor dé canh bdo vé bat ky routing méi nao duoe tao bang GUID khong xac
dinh - cho biét kha nang c6 nd luc leo thang dac quyén. Théng tin chi
tiét: https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-54914.

- L& hong c¢6 PoC: https://github.com/mrk336/Azure-Networking-Privilege-
Escalation-Exploit-CVE-2025-54914.

2. .6 hong bao mit phan mém trén hé diéu hanh Linux

* CVE-2025-38501 - L6 hong trong hé théng KSMBD ciia Kernel Linux

- M6 ta:

+ Diém CVSS: 6.8/10;

+ Mtc do: Trung binh;

+ L6 hong nay phat sinh tir cach hé théng KSMBD xur ly céc két ndi TCP.
Bang cach khoi tao mot giao thiic bat tay TCP ba budc nhung cé tinh khéng
hoan tat phién, tin tic c6 thé budc may chi KSMBD phai gitt cac két ndi nua
mo nay vo thoi han, dan téi tinh trang can kiét tai nguyén may chu va gay ra tinh
trang tur chdi dich vu (DoS).

- Phién ban anh hudng: L6 hong anh hudng dén kernel linux tir phién ban 5.3.

- Khuyén nghi: Nha phat hanh da phat hanh ban v4 16i trong Linux Kernel
6.1.15 tré 1én. Quan trj vién duoc khuyén khich cép nhét ngay 1ap tic. Ddi voi
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nhitng moi trl{bng khéng thé va 161 ngay lap tue, khuyén nghi thyuc hién céc bién
phéap giam thiéu sau:

’ + Nang cap lén Linux Kernel 6.1.15+: Ap dung ban va ngugc dong (cam
két e6bb9193974059ddbb0ce7763fa3 882bd60d4dc3) dé thuc thi gidi han ton dong
va thir lai TCP nghiém ngét hon.

+ Han ché tiép xuc véi codng 445: St dung tudng lua & han ché viéc tiép
xuc dich vu SMB v6i cac mang noi bo dang tin cay.

+ Goi SYN gi6i han tbe do: Trién khai gi6i han toc dd & 16p mang dé
giam thiéu cac no lyc tan cong tran SYN vao cong 445.

+ Giam sat hanh vi mang bat thudng: Phat hién cac dot bién bat thudng
trong luu lugng goi tin SYN, c6 thé chi ra cac no luc khai thac.

+ Pidu chinh cai dat KSMBD: Giam k‘landshake_timeout va chu hinh sb
lugng trong khong gian ngudi dung dé giam bé mat tan cong.

- L héng c6 PoC: https://github.com/keymaker—arch/KSMBDrain.

3. L hdng bao mit phﬁn mém trén twong lira

* CVE-2025-37125 - L& héng Firewall trong hé diéu hanh HPE Aruba
Networking EdgeConnect

- MO ta:

+ Diém CVSS: 7.5/10;

+ Mtic do: Nghiém trong;

+ Viéc khai thac thanh cong co thé cho phép tin tdc vugt qua cac bién
phép bao vé tudng lua, ¢6 kha nang dan dén viéc xr 1}7'/ lu'u‘lu'c,mg truy cp trai phép
khf)r‘lg dung cach, xAm pham tinh bao méat cua sérn pham bang cach gianh duoc dac
quyén, doc thong tin nhay cam, thuc thi 1énh, tron tranh phat hién, v.v.

_ Phién ban anh huong: Lo hong nay anh huodng dén cong SD-WAN HPE
Aruba Networking EdgeConnect phién ban 9.5.XX: 9.5.3.X tré xudng.

- Khuyén nghi: Nha phat hanh HPE Aruba Networking dé ph7é1t hanh bé? va
ck}o HPE Aruba Networking EdgeConnect SD-W,AN Qateways dé giai quyet 10
hong bao mat nay. Théng tin chi tiet & ban cip nhdt ¢o
trong;: https://support.hpe.com/hpesc/public/docDisplay?docld=hpesbnw04943en
us&d ocLocale=en US.

- L3 hong chua c6 PoC cong khai.

4. 15 hong bao mat phan mém trén dich vu Web

4.1. CVE-2025-8671 - L3 hdng trén HTTP/2 cho phép thn cong DoS

- MO ta:

+ Piém CVSS: 7.5/10;

+ Murc do: Nghiém trong;
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+ Lo hong xay ra do sé lugng may chi dit ra s6 yéu cau HTTP/2 dong thoi
trén moi két néi TCP tir 1nay khach khong khép véi kién tric noi bo clia mot 50
trién khai HTTP/2. Tin tic c6 thé gui hang nghin yéu cu, tao ra tinh trang tir chéi

dich vu doi véi nguoi dimg hop phap, c6 thé din dén su ¢é hét bd nhé.

- Phién ban anh hucSng: L héng bao mat nay anh hudng dén nhidu may cha
va thu vién nhy: Apache T omcat, Netty, Varnish, Fastly, F5, SUSE, Wind River.

- Khuyén nghi: Nha phat hanh khuyén cdo nguoi ding 4p dung ngay céc ban
cap nhat bao mat do nha cung cép phat hanh, bao gémz Apache Tomcat, Nett}/,
Varnish, F5, Fastly va SUSE. Viéc tam thoi vo hiéu hoa HTTP/2 hodc dinh tuyén
luu luong qua HTTP/1.1 cé thé giam thiéu rui ro. Ap dung xac thuc giao thuc
nghiém ngt hon - logi b6 hoe xir Iy cac khung WINDOW-UPDATE, PRIORITY
hodc khung diéu khién bj 13i 1a 151 két ndi thay vi 13i ludng. Trién khai gi¢i han toc
dé khung didy khién, to¢ d'&/gidi han két ndi cho mdi may khéach va giam sét cac bat
thudng nhu tap RST-STR EAM cao hodc cac mau xur ly yéu cau khong khép. Phét
hién tu dong két hop v61 viée dinh hinh luu lugng hoac chan céac két ndi vi pham
c6 thé giam thidy rui ro cho dén khi ban va duoc va hoan toan.

- L6 hdng ¢6 PoC: https://github.com/nomi-sec/PoC-in-GitHub/blob/master/
2025/CVE-2025-8671 Jso1.

4.2. CVE-2025-57833 - L3 héng SQL Injection anh hudng céac tng dung
web Django

- Mo ta:

+ Piém CVSS: 7.1/ 10;

+ Mic d¢: Nghiém trong;

+Lb hdng nay xay ra khi di liéu dau vao chua duogc kiém tra clia nguoi
dung duge sy dung lam khoa tu dién trong annotated() hoac alias()

voi FilteredRe]ation. Cé thhé din dén truy cap dir liéu trai phép, gia mao hoac tham
chi xdm pham toan b co s& dif liéu ing dung.

- Phién ban 4nh huddng: Lb héng bao mat nay anh huong dén cac phién ban
Django 4.2, 5.1 va 5.2.

- Khuy&p nghi: Djam go Software Foundation da phat hanh céc ban cap nhéﬁt
bao mat quan trong cho nhu i éu phién ban duoc hd tro ctia nén tang web Python pho
bién. Théng tin chi tiét ban cdp nhat: https://www.djangoproject.com/weblog/
202S/Sep/03/Security-releases/

-Ld héhg c6 PoC: lxttps://qithub.com/Mkway/CVE-2025-57833

5. Lo hSng bio m2 € phian mém trén dich vu Email

* CVE-2025-5385% - 1§ hong ghi dé bo nh¢ trén NGX Mail SMTP trong
NGINX

- M6 ta:

+ Diém CVSS: 6.3/ 1 0;



+ Muc do: Trung binh;

+ L5 héng nay cho phép tin tdc thuc hién viéc doc dé bo nhd quy trinh
xac thuc SMTP cua NGINX, c6 kha nang dan dén ro ri thong tin nhay cam
thong qua yéu cau HTTP dén may chil x4c thuc. Phia may chil c6 thé 1o ri cac
byte tiy y duoc gui trong yéu ciu dén may chi xac thuc.

- Phién ban anh huéng: L3 hdng anh hudng dén NGINX phién ban tir 0.7.22
dén 1.29.0.

- Khuyén nghi: L hong bao mat d& duoc khic phuc trong NGINX phién
ban 1.29.1. Péi véi cac phién ban cii hon, ¢6 hai giai phap tam thoi: vo hiéu hoa
tham sb ‘none’ trong chi thi ‘smtp_auth’ hodc x6a dong tiéu dé ‘Auth-Wait’ trong
phan hdi cia médy chi xdc thuc. Ban vd cho sy c¢6 ndy c6 sin
tai https://nqinx.org/download/patch.2025.smtp.txt.

- Ld hong chua c6 PoC cong khai.

6. L6 hong bao mat phan mém trén ngdn ngit lap trinh

* CVE-2025-59340 - L3 hong bo qua Sandbox trong Jinjava Engine ctia
HubSpot

- M6 ta:

+ Diém CVSS: 9.8/10;

+ Muc do: Rat nghiém trong;

+ L& hong nghiém trong trong Sandbox Jinjava cho phép tin tic thoat
khoi sandbox va khoi tao nhiéu 1ép bang JavaType. Va cho phép tin tic doc cac tép
tly ¥ (chang han nhu /proc/self/environ) va thuc hién gia mao yéu cau phia may
cht (SSRF) bang cach tao cac ddi tuong lién quan dén mang.

- Phién ban anh huéng: LS héng anh hudng dén cac phién ban jinjava tir
2.8.1 tro xubng.

- Khuyén nghi: Nha phat trién dua ra bién phap giam thiéu nhu: cép nhat 1én
phién ban méi nhit ca Jinjava; 4p dung cac ban va bao mat tir khuyén cdo chinh
thirc; xem xét va han ché kha nang khoi tao 1op Java; trién khai céc han ché
sandbox bd sung; tién hanh kiém tra bao mat k§ ludng cac trién khai Jinjava;
giam sat cac nd lyc khai thiac tiém 4n. Théng tin ban cép
nhat: https://github.eom/HubSpot/jinjava/releases/tag/jinjava-2.8.1.

- L& hong c¢6 PoC: https://github.com/HubSpot/jinjava.

7. L6 hong bio mat phin mém trén trinh duyét

* CVE-2025-10585 - L5 hong Zero Day trong cong cu JavaScript va
WebAssembly V8 trén Chrome.

- Mo ta:

+ Diém CVSS: 8.8/10;

+ Muc dg: Nghiém trong;



6

+ L& hong nay la 16i nham 14n kiéu trong cong cu JavaScript va
WebAssembly V8 c6 thé cho phép tin tic dénh lira trinh duyét vé cac loai dbi
tuong, c6 kha niang dan dén viéc thuc thi ma tuy y, trinh duyét bi sip hodc xam
pham toan bo hé théng trong trudng hop nghiém trong.

_ Phién ban anh huéng: L hong bao mat ndy anh huéng dén céac phién ban
Google Chrome trudc 140.0.7339.185.

- Khuyén nghi: Nha phét hanh khuyén nghi ngudi dung nén cép nhét trinh
duyét Chrome 1én phién ban 140.0.7339.185/.186 cho Windows va Apple macOS,
va 140.0.7339.185 cho Linux. Pé dam bao cac ban cdp nhat méi nhét da duoc cai
dat, nguoi dung co thé truy cadp muc Thém > Tro giGp > Gidi thiéu vé Google
Chrome va chon Khéi chay lai. Dé biét thém thong tin chi tiét, vui long tham khao:
https://chromereleases.googleblog.com/2025/Q9/stable-channel-update-
for-desktop17.html.

- O hong chua c6 PoC cong khai.

8. L6 hong bio mat chudi cung ing khac

8.1. CVE-2025-43300 - L6 hong trong bd nhd xtr ly hinh éanh DNG cua
i0S/macOS

- Mo ta:

+ Diém CVSS: 8.8/10;

+ Mtc do: Nghiém trong;

+ L& héng nay ton tai trong ma giai nén JPEG Lossless trong
RawCamera.bundle, duoc kich hoat boi su khong nhat quéan gitra siéu dit lieu TIFF
va céc tham sb ludng JPEG trong tép DNG. Viéc khai thac thanh cong 16 hong nay
6 thé cho phép tin tac thuc thi ma thy y bang cac tép hinh anh.

- Phién ban anh huong: L& hong bao mat nay anh hudng dén céc phién ban
i0S trude 18.6.2, phién ban iPadOS trudce 18.6.2, phién ban iPadOS trude 17.7.10,
phién ban macOS Sonoma trudc 14.7.8, phién ban macOS Ventura trude 13.7.8,
phién ban macOS Sequoia trudc 15.6.1.

- Khuyén nghi: Apple thong bao 15 hong da duoc khac phuc trong iOS 15.8.5
va iPadOS 15.8.5, i0OS 16.7.12 va iPadOS 16.7.12. Nguoi dung va quan tri vién
cua cac phién ban san pham bi anh huéng duoc khuyén céo nén cap nhat 1én phién
ban md&i nhat ngay lap tac. Théng tin ban cdp nhat cd trong:
https://support.apple.com/en-us/124925.

- L6 hong ¢ PoC: https://github.com/hunters-sec/CVE-2025-43300.

8.2. CVE-2025-21043 - L hdng thuc thi ma tir xa trén céc thiét bi Android
cua Samsung

- Mo ta:

+ Diém CVSS: 8.8/10;



+ Mutc do: Nghiém trong;

+ L3 héng nay xay ra do 1di ghi ngoai gi6éi han trong
libimagecodec.quram.so. Viéc khai thac thanh cong 16 hong nay c¢6 thé cho phép
tin tic chua x4c thuc thuc thi ma doc tir xa trén thiét bi bi tAn cong.

- Phién ban anh huéng: L hong anh hudng t6i cac phién ban Android 13,
14,15 va 16.

- Khuyén nghi: Samsung d4 phat hanh ban cap nhat bao mat dé giai quyét 1
héng zero-day nghiém trong trén céc thiét bi Samsung. Nguoi dung céc phién ban
san phdm bi anh huéng duoc khuyén céo nén cap nhat 1én phién ban méi nhat ngay
1ap tirc. Thong tin ban cép nhat: https://security.samsungmobile.com/security
Update.smsb?year=2025&month=09.

- L4 héng chua c¢6 PoC céng khai.

Nhim dam bao an toan théng tin cho hé théng théng tin g6p phén bao dam
an todn cac co quan, don vi trén dia ban tinh, Céng an tinh d& nghi lanh dao céac
don vi tiép tuc chi dao ra soat, cap nhat, va 15i hé théng, tdng cuong trién khai céac
bién phap gidm sét lién tuc cac hé théng thong tin, phat hién sém cac diu hidu bét
thuong, tin c6ng mang. Trong qua trinh thuc hién néu cé kho khin, vudéng méc
kip thoi lién hé Cong an tinh (qua Phong An ninh mang va phong, chong t6i pham
su dung cong nghé cao, s6 dién thoai 088.830.9485 ) dé duoc huéng dan.

DPé nghi cac dé)ng chi quan tam chi dao thuc hién.[ﬁ—

Noi nhan:

- Nhu trén;

- UBND tinh (bao céo);

- Giam doc Coéng an tinh;

- Phong Tham muu;
- Luu: VT, ANM.
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