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S6: 150 /CAT-ANM Qudng Ngdi, ngay 02 thdng 7 ndm 2025

Y

V/v cénh bao 15 héng bao mét
nghiém trong thang 6/2025

Kinh gtri:
- Uy ban MTTQ Viét Nam tinh;
- Van phong Tinh iy, UBND tinh;
- Van phong Poan PBQH&HDND tinh;
- Céc s0, ban, nganh; Hoi, doan thé tinh;
- UBND céac xa, phuong, Péac khu Ly Son;
- Trudng Pai hoc Pham Vin Pong;
- Truong Cao ding Cong dong Kon Tum;
Cao dang Viét Nam - Han Qubc - Quang Ngii,
- Dién lyc Quéang Ngii; Cong ty CP Loc héa dau
Binh Son; Truyén tai dién Quang Ngai.

Trong thang 6/2025, Cuc An ninh mang va phong, chong toi pham su
dung cong nghé cao - BY Céng an da thuc hién phén tich va téng hop dbi v6i 10
16 hong bao mat nghiém trong 4nh hudng dén hé thong théng tin cta Viét Nam
(Tai liéu lvu hanh néi bg). Trong d6, c6 04 16 hong bado mat c¢6 muc do rat

nghiém trong, 04 15 hong bao méat nghiém trong, 02 15 héng bao méat mirc trung
binh (trong d6 02 16 hdng da céng khai POC), cu thé:

1.L5 hong bio mét trén hé diéu hanh cia Microsoft

* CVE-2025-32711 - L3 héng Al Zero-Click 1am 10 dit liéu Microsoft
365 Copilot

- M6 ta:
+ Piém CVSS: 9.3/10; Mirc d: Critical.

+ PAu tién, ké tdn céng c6 thé giri mot email hodc tai lidu dinh dang don
gidn nhu vin ban markdown dén hop thu Outlook ctia nan nhén, bén trong chira
mot doan prompt 1nject10n dugc nguy trang tinh vi. Du nguoi dung khéng m&
email, noi dung nay vén ton tai trong khéng gian dit lidu cé thé truy xut boi
Microsoft 365 Copilot d& phuc vu céc tic vu phén tich hoic tao ndi dung. Tiép
theo, doan mi ddc dugc nguy trang nhu mdt chi dan hoi thoai tu nhién _théng
thuong, khién cho mé hinh ngdn ngit hidu sai 1a yéu cau hop 18, tir d6 d& dang
vuot qua bo loc kiém soat prompt injection - XPIA cta Microsoft ma khong bi
phat hién. Sau do, khi nguoi dung dét cau hoéi cho Microsoft 365 Copilot, hé
thdng s& kich hoat co ché Retrieval-Augmented Generation (RAG) dé tu dong
tim kiém va téng hop thong tin lién quan tir nhleu ngudn ndi bd nhu Outlook,
SharePoint hoic Teams. Lic nay, doan 1énh ngdm dugc kich hoat, &m thim
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“d4nh lira” md hinh ngén ngft (LLM), khién Copilot hiéu nham chi thj tir ké tén
cbng 12 yéu cau hgp 1€ va thuc thi prompt dugc nhing san.

- Phién ban anh huéng: Tat ca hé diéu hanh Windows str dung phan mém
Microsoft 365 Copilot.

- Khuyén’ nghi: Microsoft d@ xac nhén trong théng bao tuong tng cta
minh rdng sy c6 da dugc giai quyét hoan toan va khach hang khoéng cén thyc
hién thém hanh dong nao nira. Microsoft cung cép cac thé DLP d€ chédn xir ly
email bén ngoai, clng vai tinh nang M365 Roadmap mdi han ché Copilot truy
cdp vao cac email duoc gin nhdn bang thé nhay cam:
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025- 32711.

- L5 héng chua c6 PoC cong khai.

* CVE-2025-47966 - L5 hdng nang cao dic quyén ctia Microsoft Power
Automate.

- M6 ta: Piém CVSS 9.8/10; Miic d6: Critical; L6 hong nay trong Power
Automate duoc tin tdc thu thdp thong tin nhay cam, cho phég leo thang déc quyén
qua mang. Power Automate la mot cong cu cta Microsoft dé tu dong hda cac tac
vu lap lai va quy trinh kinh doanh trén nhi€u ting dung va dich vu khéac nhau.

- Phién ban anh huéng: Tt ca hé diéu hanh Windows st dung phan mém
Power Automate.

- Khuyén nghi: Microsoft da bao cao rang 16 héng nay di duoc giam thiéu
hoan toan va nguodi dung khoéng can thuc hién thém hanh dong nao niia:
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2025-47966.

- L3 hdng chua c6 PoC cong khai.

2. L5 hdng bio mat phin mém trén hé diéu hanh Linux

* CVE-2025-38032 - L6 hong ghi ngoai gidi han trong Linux Kernel.

- M6 ta: Piém CVSS 7.1/10; Muc do: High; L3 hong trong hat nhan
Linux do 10i ghi ngoai gi6i han. Néu tin téc vi€t nhi€u ky tu hon, s6 lugng s&
khong bi cat bot dén khong gian kha dung toi da trong “simple write to buffer”
ma vuot qua kich thudc dau vao so vdi kich thude bo dém.

- Phién béan anh hudng: Cac phién béan kali linux tir 6.13 dén trudc 6.15.

- Khuyén nghi: Céc ban phéan phdi Linux di ban hanh khuyén cao bao
mat, vai cac ban va hi@n coO san cho tat ca cac nhanh dugc bao tri. Diéu can t}}iét
1a ngudi dung phai kiém tra phién ban dang sir dung va cép nhét cac hé thong
chay phién ban mai nhat.

- L& héng chua c6 PoC cong khai.

3. L5 hong bao mat phan mém trén tuong lira

* CVE-2025-0130 - L3 hong tir chdi dich vu (DoS) ctia tudng lira trong
tinh ndng Web-Proxy.
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- Mb ta: Piém CVSS 8. 2/10; Mtrc do: High; L6 héng xay ra khi kiém tra
ngoai 1¢ bi thiéu trong phan mém Palo Alto Networks PAN-OS® véi tinh nang
proxy web dugc bat cho phép tin tic chua xac thuce giri mét loat céc géi tin duge
tao ddc hai khién tuong lira khong phan hdi va cudi cing khoi dong lai.

- Phién ban anh huéng: L6 hong anh huéng dén PAN-OS 11.0 va céc
phién ban PAN-OS m6i hon. Phin mém PAN-OS 11.0 da hét vong doi (EoL) sé&
khong dugc khic phuc sy ¢b nay trong phién ban nay.

- Khuyén nghi: Su ¢ nay chi anh hudng den tuong lra PAN-OS cé bat
tinh nang proxy web. Nha phat hanh khuyen nghi tét tinh nang proxy web neu
khong s dung dé giam thidu su cb nay. D& biét thém thong tin chi tiét:
https://docs.paloaltonetworks.com/pan-os/11-0/pan-os-new-features/networking-
features/web-proxy.

- Ld hdng chua c6 PoC cong khai.

4. L5 hong biao mat phan mém trén dich vu Web

* CVE-2025-47577 - L hong trong plugin TI WooCommerce Wishlist
trén trang Web WordPress.

- M6 ta: Piém CVSS 10/10; Mirc d¢: Critical; L5 hong nay cho phép tin
téc tai 1én cac tép tuy y, bao gbm ca web Shell, 1én may chi web bi anh hudng
ma khéng cin xac thuc. Diéu nay c6 kha ning din dén viéc xam pham hoan toan
mdy chil vi nd cho phép thuc thi ma ddc trén hé théng muc tiéu.

- Phién ban anh hudng: Tt ca cac phién ban cia plugin bén dudi va bao
gbm ca phién ban 2.9.2.

- Khuyén nghi: Patchstack d& phat hanh ban va 4o dé giam thiéu su cb
bang cich chin céc cudc tAn cong tiém 4n cho dén khi ban sta 16i chinh thirc
kha dung. Quan tri vién trang web dugc khuyén nén trién khai ban v4 4o ngay
lap tic hodc cAn nhic tam thdi v6 hiéu héa va xéa plugin:
https://patchstack.com/database/wordpress/plugin/ti-woocommerce-
wishlist/vulnerability/wordpress-ti-woocommerce-wishlist-2-9-2-arbitrary-file-
upload-vulnerability? s id=cve.

- L6 hong c6 PoC: https:/github.com/Yucaerin/CVE-2025-47577.

5. L0 hong bio mat phin mém trén dich vu Email

* CVE-2025-5986 - L5 hong lién két mailbox trong Mozilla Thunderbird.

- Mb ta: Piém CVSS 6.5/10; Mtrc d6: Medium; L3 hong nay cho phép cac
email HTML duogc tao thu cong bing cach st dung lién két mailbox:/// d kich
hoat tai xubng tu dong.

- Phién ban anh hudng: Cac phién ban Mozilla Thunderbird trudc
128.11.1 va 139.0.2.

- Khuyén nghi: Mozilla d3 giai quyét 15 héng ‘nay trong Thunderbird
phién ban 128.11.1 va 139.0.2. Nguoi dung duoc khuyen cao nén nang cép lén
c4c phién ban nay ho#c céc phién ban méi hon dé bao vé khoi vin dé bao mat
nay: https://www.mozilla.org/en-US/security/advisories/mfsa2025-49/.
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- L8 héng chua c6 PoC cong khai.
6. L5 héng biao mit phan mém trén ngén ngit 1ap trinh

* CVE-2025-6087 - L5 hong Server-Side Request Forgery (SSRF) trong
Next.js.

- M6 ta: Piém CVSS: 7. 8/10; Mirc d6: High; L6 hong bt ngudn tir mot
tinh ning chua duoc trién khai trong bo dleu hop Cloudflare cho Open Next, cho
phep ngudi dung chua xac thuc iy quyén ndi dung tlr xa tiy y thong qua diém
cudi /_next/image. Su cd nay cho phép tin tic tai tai nguyén tur xa tir cac may
chu tuy y dudi t€n mién clia trang web nan nhan cho bét ky trang web nao dugc
trién khai bang b6 diéu hop Cloudflare cho Open Next.

- Phién b‘ém anh huéng: T4t ca cac trang web st dung Next.js dugc trién
khai bang bd diéu hop Cloudflare cho OpenNext trudc phién ban 1.3.0.

- Khuyén nghi:

+ Ban stra 16 phia may chu: Cloudflare da trién khai ban cap nhat tu dong
o cap nen tang, han ché / _next/image chi tai ndi dung hinh anh thuc té, giam
thiéu su cb cho tat ca céc 1an trién khai hién tai va tuong lai.

+ Béan va co s& mi véi phién ban an toan dugc phéat hanh la v1.3.0:
https://github.com/opennextjs/opennextjs-
cloudflare/releases/tag/%40opennextjs%2Fcloudflare%401.3.0.

+ Cép nhat chudi phu thudc: Cloudflare cling dé va goi create-cloudflare
voi phién ban bao mat duoc cap nhdt va phat hanh la V2.49.3:
https://www.npmjs.com/package/create-cloudflare/v/2.49.3.

- L& hdng chua c6 PoC cong khai.

7. L6 héng biio mit phan mém trén trinh duyét

* CVE-2025-5419 - L& hong Zero-Day moéi ctia Chrome, doc va ghi
ngoai gidi han trong JavaScript V8 va WebAssembly.

- Mb ta: Diém CVSS 8.8/10; Muc do: High; Quyén doc va ghi ngoai gi6i han
trong V8 ctia Google Chrome trudc phién ban 137.0.7151.68 cho phép ké tan cong
tir xa c6 kha ning khai thac 16i heap théng qua trang HTML duoc tao thu cong.

- Phién ban anh hudng: L& hong bao méat nay anh hudng dén cac phién
ban Google Chrome trudc 137.0.7151.68.

- Khuyén nghi: Nha phat hanh khuyén nghi ngudi ding phai ning cap Ién
phién ban 6n dinh moi nhit 137.0.7151.68/.69 cho Windows va Mac va
137.0.7151.68 cho Linux. Thong tin chi tiét tham  khao:

https://chromereleases.googleblog.com/2Q25/06/stable-channel-update-for-
desktop.html.

- L3 héng chua c6 PoC cong khai.
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8. L6 hong bao mat chudi cung wng khac

* CVE-2025-24495 - L5 héng trong Branch Prediction Unit (BPU) Lion
Core ciia CPU Intel.

- M6 ta: Piém CVSS 6.8/10; Miic d6: Medium; L6 hong cho phép tin
tdc vuot qua cac bién phap bao vé cua Indirect Branch Predictor Barrier
(IBPB), bang céch st dung cac k¥ thuit dao tao du dodn nhanh nhu duoc mod
ta trong “Training Solo”, tin tdc cé dic quyén cuc bd c6 thé su dung cach
vugt qua nay dé danh. cap dir lidu nhay cam tir hé théng bi anh hudng, bao
gbm tir cic may chu 4o héa hodc cdc may khach 1an cén trong moéi trudng ao
hoa.

- Phién ban &anh hudng: Céc san phdm str dung CPU Intel Core Ultra 5, 7, 9.

- Khuyen nghl Nha phéat hanh Intel dang cung clp céc ban cap nhat vi ma
@& giam thiéu 15 héng nay, moi thong tin vé 15 héng va yéu ciu vé h3 trg thong
qua:  https://www.intel.com/content/www/us/en/security-center/advisory/intel-
sa- 01322 .html.

- L3 hdng chua c6 PoC cong khai.

* CVE-2025-20260 - L5 hdng phdn mém diét virus ClamAV géy 16i tran
bd dém, tir chbi dich vu va kha nang thuc thi ma.

- M6 ta: Piém CVSS 9.8/10; Mitc do: Critical; Tin tic c6 thé khai thac 15
héng nay bang cach gui tép PDF dugc tao thi cong d& ClamAV quét trén thiét
bi bi anh huéng. Mot khai thac thanh cong cé thé cho phép tin tic kich hoat tran
bd d&m, c6 kha ning din dén viéc chdm dut quy trinh quét ClamAV va tinh
trang Do$ trén phin mém bi anh hudng.

- Phién ban anh hudéng: Céc phién ban ClamAV 1.4.3 va 1.0.9. tré vé
trudec.

- Khuyen nghi: Nha phat hanh Cisco d4 cung cip cac ban v4, nguoi dung
c6 thé tai xubng trén trang chu cua ClamAV https://www.clamav.net/downloads
hodc  trén  trang phat hanh  GitHub  https://github.com/Cisco-
Talos/clamav/releases hodc thong qua Docker Hub
https //hub.docker. com/r/clamav/clamav/ Nguoi dung nén cép nhét ban va sém
nhét d& ngan chin bi tAn cong.

- L5 héng c6 PoC: https://github.com/Mattb709/CVE-2025-293Q6-PoC-
FoxCMS-RCE.

Nham dam béo an toan théng tin cho hé théng thong tin gop phan bao
dam an toan céc co quan, don vi trén dia ban tinh, Cong an tinh & nghi lanh
dao céc don vi tiép tuc chi dao ra soét, cép nhat, va 16i hé théng, tang cuong
trién khai c4c bién phap glam sat lién tuc cac hé thdng thong tin, phat hién sém
céc ddu hiéu bt thuong, tdn cong mang. Trong qué trinh thuc hién néu c6 khé
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khan, Vuorng méc kip thoi lién hé Cong an tinh (qua Phong An ninh mang va
phong, chdng t6i pham st dung cong nghé cao, s6 dién thoai 069.4309.485) dé
duoc hd tro.

Pé nghi cac ddng chi quan tim chi dao thyc hién. 2

Noi nhin:

- Nhu trén;

- Lanh dao Co6ng an tinh;

- Phong nghiép vu thugc Cong an tinh;
- Cong an cac xa, phuong;

- Cong an dac khu Ly Son;

- Luu: VT, ANM(D1).

TH GI’A\M\DOC

Pai ta Vo Van Duong
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