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S6: 4074 /ICAT-ANM Qudng Ngdi, ngay UF thang 8 ndm 2025
V/v canh bao 18 hdng bao mat
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Kinh gtr:
- [jy ban Mit tran TH quéc Viét Nam tinh;
- Van phong Tinh iy, UBND tinh;
- Véan phong Poan PBQH va HDND tinh;
- B6 Chi huy Quén sy tinh; Cuc Thi hanh an dan su tinh;
- Vién Kiém s4t nhan dan tinh; Tda 4n nhén dan tinh;
- Chi Cuc T‘héng ké tinh; Bao hiém x4 hdi tinh; Thué tinh;
- Kho bac Nha nudc tinh; Cang vu Hang hai tinh;
- Céc s6, ban nganh va hoi doan thé tinh;
- UBND céc x4, phuong, ddc khu;
- Trudng Pai hoc Pham Vin Pdng, Cao dang Cong dong
Kon Tum, Cao déng Viét Nam - Han Quéc - Quang Ngdi;
- Céng ty CP Loc hoéa dau Binh Son; Truyén tai dién
Quang Ngéi; Dién luc Quang Ngai.

Trong thang 7/2025, Cyc An ninh mang va phong, chéng t6i pham st dung
cong nghé cao - B6 Cong an da thuc hién phan tich va tdng hop ddi véi 11 16 héng
bao méat nghiém trong anh hudng dén hé théng thong tin clia Viét Nam (Tai liéu
luru hémh ndi bg). Trong d6, c6 04 15 hong bao mét c6 muirc do rat nghiém trong; 06
18 hdng bao mat nghiém trong; 01 16 hong bao mat muc trung binh (trong d6 05 16
héng c¢6 PoC cong khai), cu thé:

1. L3 héng bao mit trén hé diéu hanh cia Microsoft
. *CVE-2025-6514 - L3 héng mep-remote cho phép thuc thi ma tir xa trén hé
diéu hanh Windows
- MO ta:
+PDiém CVSS: 9.6/10; Murc d6: Critical;
+ L3 hdng nay cho phép tin tic kich hoat 1énh hé diéu hanh tiy y trén may

chay mep-remote khi mdy nay khoi tao két ndi v6i may cha MCP khong dang tin
cay, gdy ra rui ro dang ké cho ngudi ding va xdm pham toan bo hé théng.

- Phién ban anh huong: L3 héng anh hudéng dén céc phién ban mep-remote
tir 0.0.5 dén 0.1.15.

- Khuyen nghi: Quan trj vién can cép nhét 1én phién ban mep-remote 0.1.16
dé khic phuc 18 hong va khong két nbi dén may chi MCP khong dang tin cdy hoac
khong an toan bang phién ban bi &nh hudng déu c6 nguy co bi tAn céng.
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- L6 hong chua ¢6 PoC cong khai.

* CVE-2025-48822 - 1.6 hong doc ngoai gidi han trong Windows Hyper-V

- Mo ta:

+ Diém CVSS: 8.6/10; Mitc do: High;

+ 10 hong trong Windows Hyper-V (mét cong nghé 4o hoéa ctia Microsoft,
cho phép chay nhiéu hé diéu hanh khac nhau trén cling {nét may tinh vét Iy nhu mét
nén tng ao héa) cho phép tin tic thuc thi m& cuc bd bang cach doc ngoai gidi han
bd nhd.

- Phién ban anh huéng: Cac phién ban Windows 10 Version 1809, Windows
Server 2019 tir 10.0.17763.0 dén 10.0.17763.7558.

- Khuyén nghi: Microsoft d4 béo céo rang 13 héng nay da duoc giam thiéu
hoan toan va ngudi ding nén cép nhét 1én phién ban hé diéu hanh md&i nhét. Hudng
dan cip nhat : https://msrc.microsoft.com/update—guide/vulnerability/CVE—2025—
48822.

- L4 héng chua c¢6 PoC cong khai.

2. L hong bio mAit phian mém trén hé diéu hanh Linux

* CVE-2025-32463 - L3 héng Sudo cho phép ngudi ding quyén truy cép
Root trén Linux.

- M6 ta:

+Piém CVSS: 9.3/10; Mtrc d6: Critical;

‘ +L1L5 héng nay cho phép tin tic sir dung tai khoan cuc bd leo thang dac quyén
bang cach Itra Sudo tai mét thu vién dung chung tlly y bang thu muc goc do nguoi
ding chi dinh thong qua tuy chon -R(— chroot). Tin tic c6 thé chay cac 1énh tuy
y VOi tu cich root trén cic hé thong ho tro /ete/nsswitch.conf.

- Phién ban anh huong: L3 héng anh huéng dén cac phién ban Sudo truéc
1.9.17pl.

- Khuyén nghi: Nha phat hanh d khic phuc trong Sudo phién ban 1.9.1 Tpl.
Nguoi dung du'qc khuyén nén 4p dung cac ban stra 16i can thict va dam bao rang
cac ban phan phoi may tinh dé ban Linux dugc cap nhat bang cac g6éi méi nhét.

- L4 héng c6 PoC: https://github.com/prOv3rbs/CVE-2025—32463_chwoot.

3. L6 hong bao mAt phan mém trén tuong lira

* CVE-2025-52985 - 1.3 héng Use of Incorrect Operator trong tudng lira
Routing Engine.

- Mo ta:

+Diém CVSS: 6.9/10; Mire d6: Medium;

+ L3 héng xay ra khi bg loc tuong Itra dugc 4p dung cho giao dién Io0 hoic
re:mgmt tham chiéu dén danh séch tién t6 v&i 'from prefix-list', va danh séch tién
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t6 d6 chira hon 10 muc, danh sach tién t6 s& khong khép va céc goi tin dén hodc di
tr thiét bi cuc bd s& khong duoc loc. Tir d6 cho phép tin tac khong xac thyc, hoat
dong trén mang, vuot qua cac han ché bao mat.

- Phién ban anh huéng: L hdng anh huéng dén Junos OS Evolved: Phién
ban 23.2R2-S3-EVO trudc 23.2R2-S4-EVO, Phién ban 23.4R2-S3-EVO trudce
23.4R2-S5-EVO, Phién ban 24.2R2-EVO trudéc 24.2R2-S1-EVO, Phién ban
24.4R2-EVO trudc 24.4R1-S3-EVO, 24.4R2-EVO.

- Khuyén nghi: Céc ban phat hanh phin mém sau day da dugc cip nhat dé
giai quyét vn d& cu thé nay: 23.2R2-S4-EVO, 23.4R2-S5-EVO, 24.2R2-S1-EVO,
24.4R1-S3-EVO, 24.4R2-EVO, 25.2R1-EVO va tit ca c4c ban phét hanh tiép theo.
Néu ngudi dung chua thé cap nhat c6 thé str dung giai phap thay thé: tham chiéu
dén danh sach tién t6 v6i diéu kién khdp 'source-prefix-list' hozc 'destination-prefix-
list' ('from'). Thong tin chi tiét tai: https://supportportal.iuniper.net/s/article/2025-
07-Security-  Bulletin-Junos-OS-Evolved-When-a-control-plane-firewall-filter-
refers-to-a-  prefix-list-with-more-then-10-entries-it-s-not-matching-CVE-2025-
52985.

- L3 héng chua c6 PoC cong khai.
4. L5 hdng biao mit phan mém trén dich vu Web

* CVE-2025-25257 - L3 héng SQL Injection khéng xac thuc trong
FortiWeb.

- MO ta:

+Piém CVSS: 9.8/10; Miic d6: Critical;

+ L8 hdng do viéc vd hidu hoa khong ding cach céc thanh phan dic biét
duoc st dung 1énh SQL trong FortiWeb cho phép tin tic chua duoc x4c thuc thuc

thi m4 hodc 1énh SQL trai phép thong qua cac yéu cdu HTTP hozc HTTPs dugc tao
tha cong.

- Phién ban &nh huong: Céc phién ban FortiWeb bi anh hudng tir 7.6.0 dén
7.6.3,tr7.4.0 dén 7.4.7, tr 7.2.0 dén 7.2.10 va tir 7.0.0 deb 7.0.10.

- Khuyén nghi: Fortinet khuyén nghi quan tri vién can cép nhat ngay hé théng
FortiWeb 1&€n phién ban da va theo hudng dan:
https://fortiquard.fortinet.com/psirt/FG-IR-25-151. Néu khong thé cap nhat ngay
1ap tirc, Fortinet dé xuét tam thoi tit giao dién quan tri HTTP/HTTPS nhu mt giai
phap thay thé.

- L8 héng c6 PoC: https:/github.com/0xbigshaq/CVE-2025-25257.

5. L3 héng bao mat phin mém trén dich vu Email

* CVE-2025-6993- L3 héng leo thang dic quyén WordPress WP Mail.
- MG ta:

+ Piém CVSS: 7.5/10; Mitc do: High;
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+ L6 hébng do Uy quyén khong ding cich trong trinh xir ly AJAX
get_email_log_details(). Trinh xtr Iy nay doc postjd do may khéch cung c4p va truy
Xut noi dung bai ddng nhat ky email tuong ung (bao gdm ca lién két dat lai méat
khau), chi dua vao chic nang 'edit_posts' ma khong gi6i han quyén quan tri vién
hoac xac thuc quyén s& hitu.

- Phién ban dnh huéng: Céc phién ban Plugin Ultimate WP Mail tr 1.0.17
dén 1.3.6.

- Khuyén nghi: Nha phat hanh d4 khic phuc 15 héng trong phién ban Plugin
Ultimate WP Mail 1.3.7. Ngudi diing duoc khuyén cdo nén nang cip 1én cac phién
béan nay hodc cdc phién ban méi hon dé bio vé khéi van dé bdo mat
nay: https://wordpress.Org/plugins/ultimate-wp—nnail/#developers.

- L6 hong chua c6 PoC cOng khai.

6. L6 héng bdo mit phan mém trén ngon ngir Iap trinh

* CVE-2025-49826 - L6 héng bd nhé dém trong Next.js

- M6 ta:

+Biém CVSS: 7.5/10; Mirc do:High:;

+ L6 hong do 18i logic xéc thuc lai bo nhé dém cho co ché Téi tao Tinh Gia
tang (ISR). Cho phép luu trlf phan hoi HTTP 204 cho céc trang tinh, dan dén phan
h6i 204 duogc cung cap cho tat cd ngudi dung dang cb gang truy cép trang, dan dén
viée ngmg cung cap dich vu cho ndi dung quan trong danh cho nguoi dung.

- Phién ban anh huéng: L5 héng &nh hudng dén cac phién ban Next.js tir
15.0.4 dén 15.1.8.

N - Khuyén nghi: Next.js d& v4 16i trong phién ban 15.2.0 va cling dua ban stra
16 tro lai phién ban 15.0.4. Nguoi ding dang chay phién ban Next.js tu luu trit hoac
tai cho tir 15.1.0 dén 15.1.7, cAn nang cap ngay lén 15.2.0 tré 1én. Ngoai ra nhiing
nguoi dung dang st dung phién ban chinh cii hon, héy dam bao dang str dung phién
ban 15.0.4 tré xudng.

- L6 héng chua c6 PoC cOng khai.

7. L6 hong bao mAt phan mém trén trinh duyét

* CVE-2025-6558 - L6 hong x4c thuc khong chinh xéc dit liéu ddu vao cia
trinh duyét.

- M6 ta:

+ Diém CVSS: 8.8/10; Mirc do: High.

+Ld hong do viée xac thue khong day du dir liu dau vao khéng dang tin
cdy trong ANGLE va GPU trong Google Chrome trudc phién ban 138.0.7204.15

cho phép tin tic c6 kha nang thuc hién thoat khoi sandbox théng qua mét trang
HTML duoc tao san.
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- Phién ban anh hudng: L3 héng bao méat ndy anh hudng dén cac phién ban
Google Chrome trudc 138.0.7204.157.

- Khuyén nghi: Nha phat hanh khuyén nghi ngudi ding nén cap nhét trinh
duyét Chrome 1én phién ban 138.0.7204.157/.158 cho Windows va Apple macOS,
va 138.0.7204.157 cho Linux. Dé dam bao cac ban cap nhat méi nhit dd duogc cai
dat, ngudi dung c6 thé truy cip muc Thém > Tro gitp > Giéi thiéu vé ‘Google
Chrome va chon Khéi chay lai. Thong tin chi tiét  tai:

https://chromereleases.qoogleblog.com/2025/07/stable- channel-update-for-
desktop 15.html.

- L3 héng chua c6 PoC cong khai.

* CVE-2025-6554 - L3 hdng Zero-Day nham 14n kiéu dit liéu doc/ghi trén
Chrome.

- Mo ta:

+ Piém CVSS: 8.1/10; Mirc d6: High.

+ L3 hong do nham 14n kiéu trong cong cu JavaScript V8 cho phép tin tic
thuc hién cac thao tac doc va ghi tuy y thong qua mét trang HTML dugc thiét ké

dic biét. Bidu nay cho phép tin tic c6 kha ning thao ting néi dung bd nhd, dan dén
viéc thuc thi ma tuy y.

- Phién ban anh hudng: L3 héng bao mét ndy anh hudng dén cac phién ban
Google Chrome trude 138.0.7204.157.

- Khuyén nghi: Nha phét hanh khuyén nghi nguoi ding nén cép nhit trinh
duyét Chrome 1én phién ban 138.0.7204.96/.97 cho Windows, 138.0.7204.92/.93

cho macOS va 138.0.7204.96 cho Linux. Thoéng tin chi tiét  tai:

https://chromereleases.googleblog.com/2025/Q6/stable-channel-update-for-
desktop 30.html.

-L5 héng c¢6  PoC:
https://gist.github.com/mistymntncop/37c652c2bf7373b4aa33bb50f52ee012.
8. L3 hong bao mit chudi cung tng khac

* CVE-2025-6965 — L& hdng 15i bd nhd trong hé quén tri co s& dit lidu
SQLite.

- M6 ta:
+Didm CVSS: 7.2/10; Muc do: High;

+ L3 héng tr ong SQLite khién s luong thuét ngit tdng hop c6 thé vuot qua
sb cot kha dung dan dén 151 bd nh6. Tin téc co thé chén céc cau 1énh SQL tuy y vao
ting dung c6 thé gay ra 16i tran sd nguyén dn dén viée doc phén cubi ctia m6t mang.

- Phién ban anh hudng: Céc phién ban SQLite trudc 3.50.2.

- Khuyén nghi: Nha phat hanh SQLite khuyen nghi nguoi dung nang cap 1é€n
phién ban 3.50.2 tr& lén dé khic phuc 18 héng, moi thong tin vé 15 héng:
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https://www.sqlite.org/src/info/5508b56£d24016c13981 ec280ecdd8330Q7c9d8d
d595edb295b984c2b487b5c8.

- L6 héng c6 PoC: https://github.com/advisories/ ghsa-ir5f-v2iv-69x6.

* CVE-2025-53770 - L5 hong thuc thi m4 tir xa cia Microsoft SharePoint
Server.

- Mo ta:
+ Diém CVSS: 9.8/10; Miic do: Critical;

+ L héng nay khai thac 16i bo qua xéc thuc duge kich hoat bing cach dat
tiu dé "Referer" thanh "/Jayouts/SignOut.aspx". Sau d6 dugc khai thac dé kich
hoat thyc thi m tir xa théng qua 7_layouts/15/ToolPane.aspx".

- Phién ban dnh huéng: Céc phién ban Microsoft SharePoint Server 2019 va
Microsoft SharePoint Enterprise Server 2016.

- Khuyén nghi: Microsoft dd phéat hanh c4c ban cap nhat bao mat bao vé toan
dién khich hang str dung SharePoint Subscription Edition va SharePoint 2019.
Khéch hang nén cp nhat ngay 1ap tie dé dam bao an toan. Microsoft dang tich cuc
phét trién c4c ban cap nhat cho SharePoint 2016. Hudng dan day dua va chi tiét phat
hién c¢6 sin trén blog: https //msre.microsoft.com/bloq/2025/07/customer-
quidance-for-sharepoint- vulnerability-cve-2025-53770/.

- L4 héng ¢ PoC: https://github.com/hazcod/CVE-20025-53770.

Nhim dam béo an toan théng tin cho hé théng théng tin gép phan bao dam
an toan cdc co quan, don vi trén dia ban tinh, Coéng an tinh d& nghi 13nh dao cac
don vi tiép tuc chi dao ra soat, cap nhat, v4 15i hé théng, tdng cudng trién khai cac
bién phap gidm sat lién tuc cac hé thong thdng tin, phat hién sém cac diu hiéu bat
thuong, tAn cong mang. Trong qu4 trinh thuc hién néu c6 khé khan, vuéng mic kip
thoi lién hé Céng an tinh (qua Phong An ninh mang va phong, chdng t6i pham sir
dung cong nghé cao, s dién thoai 088.830.9485) dé duoc ho tro.

bé nghi cac déng chi quan tdm chi dao thyc hién./ /@/ /'

Noi nhin:

- Nhu trén;

- UBND tinh (b4o c4o);
- Giam ddc CA tinh;

- Phong Tham muu;

- Luu: VT, ANM.

__— Dai ta V6 Viin Dwong
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